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A	
  philosophical	
  and	
  ethical	
  investigation	
  and	
  analysis	
  into	
  the	
  rise	
  of	
  Radio	
  Frequency	
  Identification	
  (RFID)	
  and	
  
specifically	
  its	
  uses	
  within	
  an	
  advertising	
  context	
  in	
  order	
  to	
  target	
  individuals	
  with	
  tailored,	
  timely	
  and	
  
relevant	
  brand	
  messages	
  across	
  the	
  full	
  media	
  spectrum.	
  This	
  document	
  will	
  investigate	
  the	
  socio-­‐political	
  
dilemma	
  and	
  investigate	
  intervention	
  in	
  light	
  of	
  privacy	
  concerns.	
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Introduction	
  
The	
  fire	
  that	
  warms	
  can	
  also	
  burn;	
  ‘Better	
  a	
  small	
  fire	
  that	
  warms	
  you	
  than	
  a	
  big	
  one	
  that	
  burns	
  you.’	
  

French	
  Proverb.	
  

We	
  are	
  moving	
  into	
  an	
  era	
  of	
  targeted	
  advertising	
  –	
  delivering	
  the	
  right	
  message	
  at	
  the	
  right	
  time.	
  

The	
  logical	
  conclusion	
  of	
  all	
  targeted	
  advertising	
  is	
  that	
  technology	
  will	
  allow	
  the	
  collation	
  of	
  

unparalleled	
  levels	
  of	
  data	
  of	
  consumer	
  habits	
  both	
  in	
  and	
  out	
  of	
  the	
  home	
  and	
  bring	
  both	
  a	
  total	
  

transparency	
  into	
  consumer	
  life	
  cycles.	
  It	
  is	
  about	
  tying	
  an	
  individual	
  to	
  data	
  collated	
  on	
  their	
  

previous	
  consumer	
  behaviours	
  and/or	
  purchases	
  habits	
  and	
  then	
  delivering	
  a	
  sequenced	
  message,	
  

taking	
  the	
  nature	
  of	
  predictive	
  ‘suggestions’	
  used	
  on	
  web	
  sites	
  like	
  Amazon	
  and	
  iTunes	
  and	
  moving	
  

this	
  concept	
  into	
  online	
  display	
  advertising.	
  The	
  utopia	
  of	
  such	
  addressable	
  advertising	
  is	
  taking	
  this	
  

even	
  further	
  across	
  an	
  entire	
  range	
  of	
  connected	
  electronic	
  displays	
  in	
  the	
  home,	
  shopping	
  mall	
  or	
  

on	
  the	
  street.	
  Given	
  sufficient	
  infrastructure,	
  one	
  can	
  determine	
  in	
  real-­‐time	
  where	
  a	
  consumer	
  is	
  

and	
  then	
  deliver	
  the	
  correctly	
  sequenced	
  message	
  to	
  any	
  given	
  screen	
  they	
  happen	
  to	
  be	
  in	
  front	
  of.	
  

‘A	
  smiling	
  Gap	
  employee	
  appears	
  on	
  a	
  giant	
  flat-­‐screen	
  monitor	
  just	
  inside	
  the	
  store,	
  greeting	
  

customers	
  as	
  they	
  walk	
  in.	
  “Good	
  afternoon,	
  Mr.	
  Yakamoto,”	
  she	
  says,	
  loudly	
  and	
  cheerily.	
  

“How	
  did	
  you	
  like	
  that	
  three-­‐pack	
  of	
  tank	
  tops	
  you	
  bought	
  last	
  time	
  you	
  were	
  in?”’1	
  	
  

The	
  proximity	
  of	
  a	
  person	
  to	
  such	
  a	
  device	
  –	
  from	
  TV	
  to	
  Out	
  of	
  Home	
  (OOH)	
  –	
  will	
  not	
  be	
  determined	
  

just	
  by	
  line	
  of	
  sight	
  readers	
  such	
  as	
  retina	
  scans,	
  as	
  shown	
  in	
  the	
  film	
  starring	
  Tom	
  Cruise,	
  but	
  rather	
  

by	
  utilising	
  sensor-­‐based	
  Near	
  Field	
  Communications	
  (NFC)	
  and	
  specifically,	
  Radio	
  Frequency	
  

Identification	
  (RFID),	
  which	
  is	
  been	
  trialled	
  in	
  a	
  number	
  of	
  locations	
  globally.	
  This	
  has	
  been	
  afforded	
  

as	
  a	
  result	
  of	
  a	
  rise	
  of	
  mobile	
  devices	
  from	
  key-­‐fobs	
  and	
  ID/credit	
  cards	
  to	
  phones	
  and	
  PDA’s	
  

adopting	
  RFID	
  capabilities.	
  A	
  uniquely	
  identifying	
  RFID	
  code	
  will	
  inevitably	
  become	
  the	
  next-­‐

generation	
  cookie	
  for	
  trans-­‐media	
  advertising.	
  This	
  most	
  advanced	
  form	
  of	
  targeting	
  will	
  create	
  

maximum	
  efficiency	
  within	
  advertising	
  spend	
  by	
  reducing	
  wastage	
  across	
  all	
  media	
  disciplines.	
  

As	
  we	
  move	
  from	
  scientific	
  reasoning	
  for	
  technical	
  advancement	
  we	
  discover	
  that	
  we	
  touch	
  socio-­‐

political	
  nerves	
  of	
  the	
  masses.	
  Though	
  advertising	
  needs	
  to	
  become	
  more	
  efficient,	
  there	
  is	
  a	
  

potential	
  huge	
  consumer	
  backlash	
  over	
  fear	
  of	
  invasion	
  of	
  privacy.	
  There	
  are	
  real	
  concerns	
  over	
  what	
  

is	
  'private';	
  and	
  in	
  a	
  world	
  where	
  the	
  'consumer	
  is	
  in	
  control'	
  sneaky,	
  underhand	
  techniques	
  are	
  not	
  

acceptable	
  from	
  a	
  human	
  standpoint,	
  despite	
  technological	
  advances.	
  It	
  is	
  this	
  ethical	
  and	
  moral	
  

dilemma	
  specifically	
  that	
  my	
  research	
  is	
  focussed	
  in	
  on.	
  In	
  terms	
  of	
  researching	
  such	
  questions	
  it	
  is	
  

impossible	
  to	
  use	
  techniques	
  like	
  action-­‐inquiry	
  process	
  to	
  test	
  validity	
  and	
  refine	
  as	
  necessary	
  and	
  

so	
  we	
  will	
  need	
  to	
  rely	
  on	
  more	
  qualitative	
  data	
  and	
  take	
  a	
  more	
  epistemological	
  approach	
  to	
  tackle	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
1	
  Quotation	
  taken	
  from	
  Minority	
  Report.	
  2002.	
  20th	
  Century	
  Fox	
  Film	
  Corporation.	
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knowledge	
  through	
  the	
  balance	
  of	
  truth	
  and	
  beliefs.	
  The	
  system	
  I	
  am	
  proposing	
  seeks	
  to	
  strike	
  a	
  

balance	
  of	
  loyalty	
  program	
  meets	
  technology	
  in	
  order	
  to	
  move	
  forwards	
  into	
  an	
  increasingly	
  digital	
  

world	
  within	
  an	
  ethical	
  framework,	
  respecting	
  that	
  the	
  consumer	
  is	
  in	
  control.	
  

“Man	
  is	
  the	
  only	
  creature	
  that	
  dares	
  to	
  light	
  a	
  fire	
  and	
  live	
  with	
  it.	
  The	
  reason?	
  Because	
  he	
  alone	
  has	
  

learned	
  to	
  put	
  it	
  out.”	
  Henry	
  Jackson	
  Vandyke,	
  Jr.	
  

The	
  historical	
  context	
  
In	
  establishing	
  a	
  framework	
  for	
  debate	
  it	
  is	
  worth	
  looking	
  at	
  the	
  socio-­‐techological	
  developments	
  of	
  

our	
  consumeristic	
  society	
  to	
  date.	
  In	
  reviewing	
  historical	
  developments	
  of	
  modern	
  culture	
  and	
  

examining	
  the	
  developing	
  tensions	
  between	
  the	
  public	
  and	
  their	
  governors,	
  may	
  provide	
  insights	
  

into	
  developing	
  a	
  framework	
  for	
  navigating	
  this	
  increasing	
  modern	
  dilemma	
  afforded	
  by	
  technology.	
  

In	
  was	
  Jürgen	
  Habermas	
  in	
  1962	
  who	
  explored	
  this	
  theme	
  of	
  social	
  change	
  in	
  his	
  German	
  work	
  ‘The	
  

Structural	
  Transformation	
  of	
  the	
  Public	
  Sphere:	
  An	
  Inquiry	
  into	
  a	
  Category	
  of	
  Bourgeois	
  Society’.2	
  His	
  

concept	
  of	
  a	
  Public	
  Sphere	
  was	
  founded	
  in	
  the	
  Renaissance	
  in	
  Western	
  Europe	
  and	
  the	
  United	
  States	
  

where	
  he	
  had	
  seen	
  a	
  change	
  from	
  the	
  thirteenth	
  to	
  the	
  eighteenth	
  centuries	
  of	
  the	
  conflicting	
  power	
  

rising	
  up	
  against	
  the	
  established	
  territorial	
  ruler	
  or	
  monarch,	
  giving	
  rise	
  to	
  a	
  dualism	
  of	
  power	
  

between	
  landowners	
  against	
  the	
  overarching	
  ruling	
  estate.	
  This	
  division	
  of	
  rule	
  was	
  further	
  

heightened	
  as	
  a	
  commercial	
  economy	
  that	
  began	
  to	
  infiltrate	
  society,	
  where	
  the	
  notion	
  of	
  a	
  

property-­‐owning	
  private	
  people	
  could	
  rule	
  over	
  their	
  own	
  household.3	
  	
  

These	
  Bourgeois,	
  were	
  to	
  became	
  public	
  in	
  discursive	
  matters	
  of	
  governance	
  and	
  commerce	
  and	
  to	
  

these	
  ends	
  it	
  gave	
  rise	
  to	
  both	
  the	
  notion	
  of	
  privacy	
  and	
  publicity.	
  The	
  former	
  in	
  terms	
  of	
  a	
  man	
  

assuming	
  role	
  of	
  personal	
  owner	
  of	
  commodities	
  combined	
  with	
  being	
  head	
  of	
  the	
  family,	
  and	
  

essentially	
  defining	
  what	
  it	
  is	
  to	
  be	
  a	
  ‘human	
  being’	
  –	
  against	
  the	
  backdrop	
  of	
  historically	
  seeing	
  

workers	
  as	
  merely	
  an	
  extension	
  or	
  tool	
  of	
  the	
  feudal	
  landowner.	
  This	
  change	
  of	
  ownership,	
  the	
  

power	
  of	
  control	
  over	
  one’s	
  individual	
  rights,	
  morphed	
  into	
  how	
  a	
  group	
  of	
  like-­‐minded	
  and	
  rational	
  

individuals	
  met	
  to	
  share	
  their	
  reflections	
  publicly.4	
  The	
  publicity	
  of	
  the	
  Bourgeois	
  inevitably	
  extended	
  

to	
  critically	
  debate	
  state-­‐social	
  relations	
  as	
  opposed	
  to	
  promote	
  the	
  former	
  closeted	
  control	
  of	
  the	
  

courtly	
  elite	
  	
  –	
  the	
  origins	
  of	
  public	
  opinion,	
  popular	
  culture	
  and	
  social	
  welfare	
  –	
  within	
  what	
  is	
  

termed	
  the	
  Public	
  Sphere.	
  

It	
  was	
  this	
  essence	
  of	
  individual	
  liberty,	
  brought	
  on	
  in	
  part	
  by	
  the	
  literary	
  need	
  for	
  them	
  as	
  

merchants	
  to	
  acquire	
  accurate	
  information	
  about	
  distant	
  markets,	
  which	
  in	
  turn	
  drove	
  the	
  growth	
  of	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
2	
  Habermas,	
  J.,	
  The	
  Structural	
  Transformation	
  of	
  the	
  Public	
  Sphere:	
  An	
  Inquiry	
  into	
  a	
  Category	
  of	
  Bourgeois	
  
Society,	
  1962.	
  (English	
  Translation	
  Burger,	
  T.,	
  1989)	
  Cambridge	
  Mass.:	
  The	
  MIT	
  Press,	
  pp.	
  27-­‐29,	
  305	
  
3	
  Id	
  
4	
  Stanford	
  Encyclopaedia	
  of	
  Philosophy,	
  The	
  Early	
  Development	
  Of	
  Habermas's	
  Interest	
  In	
  The	
  Public	
  Sphere	
  
And	
  Reason.	
  May	
  2007.	
  Available	
  at:	
  http://plato.stanford.edu/entries/habermas/#EarDevHabIntPubSphRea	
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mass	
  media	
  –	
  the	
  assembly	
  of	
  information	
  for	
  people	
  to	
  make	
  informed	
  and	
  largely	
  unbiased	
  

decisions	
  –	
  and	
  birthed	
  capitalism.	
  Habermas	
  saw	
  this	
  power	
  moving	
  away	
  form	
  the	
  feudal	
  order	
  of	
  

both	
  church	
  and	
  state,	
  which	
  historically	
  had	
  stemmed	
  information,	
  into	
  discursive	
  areas	
  such	
  as	
  

town	
  squares,	
  coffee	
  houses	
  or	
  salons	
  and	
  ultimately	
  onto	
  the	
  free	
  or	
  democratic	
  press	
  which	
  came	
  

to	
  challenge	
  the	
  governing	
  rule	
  within	
  18th	
  century	
  liberal	
  democracy.5	
  

However,	
  several	
  forces	
  began	
  to	
  counter-­‐challenge	
  this	
  public	
  realm.	
  As	
  technology	
  facilitated	
  the	
  

process	
  of	
  knowledge	
  distribution,	
  this	
  posed	
  the	
  greatest	
  threat	
  to	
  governance.	
  Invariably	
  over	
  time	
  

this	
  mass	
  media	
  changed	
  from	
  a	
  medium	
  from	
  which	
  the	
  public	
  got	
  their	
  information	
  on	
  political	
  

matters	
  into	
  a	
  tool	
  for	
  political	
  forces	
  to	
  manipulate	
  and	
  regulate.	
  Equally	
  as	
  consumerism	
  took	
  hold,	
  

it	
  become	
  a	
  medium	
  for	
  advertisement,6	
  giving	
  rise	
  to	
  the	
  notion	
  of	
  ‘brands’	
  and	
  the	
  potential	
  rise	
  of	
  

a	
  new	
  commercial	
  power	
  source	
  which	
  arguably	
  control	
  popular	
  opinion	
  by	
  dissecting	
  inherent	
  

satisfaction,	
  questioning	
  whether	
  wholeness	
  in	
  the	
  group	
  is	
  truly	
  achievable	
  without	
  the	
  ownership	
  

of	
  a	
  particular	
  product	
  which	
  can	
  act	
  as	
  the	
  solidifying	
  identifier.	
  	
  

Simultaneously	
  there	
  is	
  arguably	
  an	
  equal	
  development	
  of	
  a	
  Private	
  Sphere,	
  in	
  terms	
  of	
  ownership	
  

and	
  responsibility	
  of	
  not	
  only	
  physical	
  goods	
  but	
  also	
  of	
  thoughts	
  and	
  deeds,	
  i.e.	
  knowledge.	
  The	
  

ownership	
  of	
  this	
  experience	
  and	
  knowledge	
  is	
  in	
  itself	
  a	
  valuable	
  commodity,	
  e.g.	
  ‘intellectual	
  

property’	
  for	
  commercial	
  entities.	
  If	
  we	
  believe	
  data	
  is	
  power,	
  this	
  would	
  suggest	
  that	
  the	
  more	
  

detailed	
  the	
  data	
  that	
  can	
  be	
  collated	
  of	
  any	
  individual,	
  the	
  more	
  power	
  that	
  can	
  be	
  wielded	
  by	
  

those	
  with	
  access	
  to	
  it.	
  As	
  data	
  technology	
  progresses,	
  we	
  move	
  beyond	
  the	
  private	
  into	
  the	
  intimate	
  

and	
  thus	
  it	
  continues	
  to	
  challenge	
  both	
  individual	
  liberty	
  and	
  Harbmas’s	
  view	
  of	
  defining	
  humanity.	
  

The	
  current	
  iteration	
  
Criticism	
  of	
  the	
  open	
  notion	
  of	
  the	
  Bourgeois	
  also	
  extends	
  to	
  the	
  fact	
  that	
  it	
  is	
  and	
  of	
  itself	
  a	
  distinct	
  

social	
  class	
  that	
  does	
  not	
  embrace	
  the	
  true	
  masses	
  in	
  as	
  much	
  as	
  it	
  contains	
  many	
  inequalities	
  

through	
  prerequisites	
  to	
  enter,	
  such	
  as	
  ownership	
  of	
  property,	
  thereby	
  being	
  predominantly	
  upper-­‐

class	
  male	
  dominated.7	
  The	
  Bourgeois	
  it	
  seems	
  are	
  therefore	
  a	
  distinct	
  strata	
  of	
  society	
  that	
  neither	
  

reflects	
  the	
  large	
  discourse	
  that	
  tackles	
  the	
  feminine	
  aspects,	
  the	
  excluded	
  societal	
  poor	
  or	
  even	
  

apparent	
  taboo	
  issues,	
  which	
  could	
  be	
  seen	
  to	
  include	
  things	
  like	
  homosexuality.8	
  

Despite	
  valid	
  criticism,	
  Habermas	
  however	
  does	
  allude	
  to	
  the	
  fact	
  that	
  technology	
  had	
  helped	
  

develop	
  the	
  rise	
  of	
  the	
  Public	
  Sphere	
  via	
  mass	
  media,	
  which	
  in	
  turn	
  challenged	
  the	
  status	
  quo	
  of	
  

society.	
  Yet	
  his	
  work	
  was	
  developed	
  prior	
  to	
  the	
  way	
  the	
  Internet	
  has	
  risen	
  to	
  alter	
  perceptions	
  of	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
5	
  Id	
  
6	
  Habermas,	
  J.,	
  Calhoun,	
  ed.,	
  Further	
  Reflections	
  on	
  the	
  Public	
  Sphere,	
  Habermas	
  and	
  the	
  Public	
  Sphere,	
  1992,	
  
Cambridge	
  Mass.:	
  The	
  MIT	
  press,	
  p.	
  437	
  
7	
  Fraser,	
  N.,	
  Calhoun,	
  ed.,	
  Rethinking	
  the	
  Public	
  Sphere:	
  A	
  Contribution	
  to	
  the	
  Critique	
  of	
  Actually	
  Existing	
  
Democracy,	
  Habermas	
  and	
  the	
  Public	
  Sphere,	
  1992.	
  Cambridge	
  Mass.:	
  The	
  MIT	
  press,	
  pp.	
  109–142	
  
8	
  Cubitt,	
  S.	
  Ecomedia,	
  2005,	
  Rodopi	
  B.V.,	
  Amsterdam.	
  pp.	
  95	
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both	
  public	
  and	
  private	
  especially	
  when	
  we	
  consider	
  social	
  media,	
  the	
  online	
  equivalent	
  of	
  the	
  

Bourgeois	
  coffeehouse	
  mentality,	
  which	
  we	
  can	
  term	
  Public	
  Sphere	
  2.0.	
  On	
  one	
  hand	
  it	
  has	
  flattened	
  

the	
  social	
  distinctions	
  that	
  perplexed	
  Habermas’	
  theory	
  and	
  allowed	
  the	
  excluded	
  and	
  the	
  taboo	
  to	
  

find	
  a	
  way	
  of	
  interconnecting	
  –	
  providing	
  you	
  have	
  access	
  to	
  online	
  information	
  –	
  and	
  yet	
  equally	
  has	
  

provided	
  more	
  complexities	
  through	
  fragmentation	
  and	
  exclusive	
  groups	
  with	
  no	
  apparent	
  

governance.	
  When	
  tackling	
  an	
  indefinite	
  audience,	
  especially	
  those	
  who	
  cross	
  the	
  traditional	
  

national	
  borders,	
  James	
  Bohman	
  suggests	
  the	
  question	
  lies	
  as	
  to	
  what	
  kind	
  of	
  democracies	
  can	
  exist	
  

within	
  a	
  fluid	
  environment	
  as	
  opposed	
  to	
  looking	
  for	
  a	
  new	
  public	
  structure	
  within	
  this	
  new	
  setting.	
  

Bohman	
  sees	
  technology	
  has	
  given	
  rise	
  to	
  a	
  ‘public	
  of	
  publics’	
  and	
  cites	
  the	
  EU	
  as	
  one	
  modern	
  

development	
  of	
  such	
  an	
  institution,9	
  as	
  unique	
  cultures	
  agree	
  to	
  centralised	
  governance.	
  

As	
  the	
  infrastructure	
  develops	
  it	
  offers	
  a	
  radical	
  rethink	
  of	
  both	
  computing	
  and	
  social	
  intercourse.	
  

Facebook	
  will	
  soon	
  overtake	
  Google	
  as	
  the	
  most	
  visited	
  website	
  daily,10	
  already	
  boasting	
  22	
  percent	
  

of	
  all	
  Internet	
  users	
  from	
  all	
  corners	
  of	
  the	
  globe	
  and	
  social	
  strata.11	
  Similar	
  growth	
  is	
  seen	
  in	
  Twitter	
  

reaching	
  100M12	
  and	
  FourSquare	
  now	
  at	
  3M	
  users.13	
  This	
  forces	
  a	
  shift	
  in	
  advertising	
  methods,	
  

moving	
  from	
  the	
  uni-­‐directional	
  advertising	
  of	
  the	
  past,	
  akin	
  to	
  a	
  preacher	
  dictating	
  his	
  product	
  

benefits	
  through	
  various	
  media,	
  to	
  that	
  of	
  bi-­‐directional	
  insight	
  of	
  two-­‐way	
  conversation	
  afforded	
  by	
  

the	
  Internet	
  against	
  brand’s	
  activities.	
  This	
  return-­‐path	
  of	
  data	
  of	
  product	
  feedback	
  and	
  consumer	
  

behaviour	
  can	
  be	
  fed	
  back	
  to	
  the	
  advertiser;	
  from	
  Fan	
  Pages,	
  Tweets	
  to	
  comments	
  against	
  YouTube	
  

videos	
  which	
  have	
  become	
  the	
  pre-­‐qualifier	
  from	
  consumers	
  contemplating	
  making	
  a	
  purchase,	
  

developing	
  on	
  from	
  ‘public	
  opinion’	
  comments	
  on	
  Amazon.	
  Private	
  thoughts	
  broadcasted	
  publicly,	
  

despite	
  two-­‐thirds	
  of	
  Social	
  Media	
  users	
  being	
  concerned	
  over	
  ID	
  theft,14	
  offer	
  the	
  brand	
  an	
  ability	
  to	
  

litmus	
  test	
  their	
  audience	
  with	
  direct	
  feedback	
  about	
  their	
  products	
  and	
  services.	
  

The	
  demands	
  for	
  real-­‐time	
  updates	
  of	
  Social	
  Media	
  whilst	
  away	
  for	
  the	
  home	
  or	
  the	
  ability	
  to	
  

compare	
  in-­‐store	
  product	
  prices	
  against	
  the	
  Internet	
  whilst	
  out-­‐and-­‐about	
  with	
  the	
  likes	
  of	
  Google	
  

Goggles	
  are	
  helping	
  drive	
  the	
  mobile	
  Internet	
  growth.	
  Facebook	
  is	
  the	
  most	
  used	
  app	
  on	
  the	
  iPhone	
  

and	
  according	
  to	
  studies	
  by	
  Ofcom,	
  is	
  currently	
  is	
  45%	
  of	
  mobile	
  Internet	
  time	
  and	
  only	
  25%	
  of	
  PC	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
9	
  Bohman,	
  J.,	
  Roberts,	
  J.M.	
  Expanding	
  dialogue:	
  The	
  Internet,	
  the	
  public	
  sphere	
  and	
  prospects	
  for	
  transational	
  
democracy,	
  in	
  Crossley,	
  ed.,	
  After	
  Habermas:	
  New	
  Perspectives	
  on	
  the	
  Public	
  Sphere,	
  2004,	
  Oxford,	
  Blackwell	
  
Publishers.	
  Ltd,	
  pp.	
  131,	
  140	
  
10	
  Fleming,	
  R.	
  Facebook	
  Projected	
  to	
  Overtake	
  Google,	
  23	
  August	
  2010.	
  Available	
  at:	
  
http://www.digitaltrends.com/computing/facebook-­‐projected-­‐to-­‐overtake-­‐google/?news=123	
  
11	
  Arthur,	
  C.	
  Facebook	
  reaches	
  500	
  million	
  users,	
  21	
  July	
  2010.	
  Available	
  at:	
  
http://www.guardian.co.uk/technology/2010/jul/21/facebook-­‐500-­‐million-­‐users	
  
12	
  Arthur,	
  C.	
  See	
  how	
  Twitter	
  grew	
  -­‐	
  and	
  find	
  out	
  what	
  made	
  it	
  explode,	
  27	
  August	
  2010,	
  Available	
  at:	
  
http://www.guardian.co.uk/technology/blog/2010/aug/27/twitter-­‐growth-­‐interactive	
  
13	
  Rao,	
  L.	
  Foursquare	
  Now	
  3	
  Million	
  Strong,	
  29	
  August	
  2010.	
  Available	
  at:	
  
http://techcrunch.com/2010/08/29/foursquare-­‐now-­‐3-­‐million-­‐strong/	
  
14	
  Clarkson,	
  D.	
  Why	
  social	
  media	
  could	
  cost	
  you,	
  8	
  March	
  2010.	
  Available	
  at:	
  http://money.uk.msn.com/credit-­‐
reports/articles.aspx?cp-­‐documentid=152415838	
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time	
  in	
  the	
  UK.15	
  With	
  mobile	
  set	
  to	
  overtake	
  desktop	
  Internet	
  access	
  within	
  five	
  years,16	
  the	
  ability	
  

for	
  an	
  even	
  more	
  targeted	
  advertising	
  system	
  is	
  beginning	
  to	
  dawn.17	
  From	
  FourSquare’s	
  Tips/Offers	
  

to	
  ShopKicks	
  KickBucks	
  targeting	
  relevant	
  ads	
  to	
  a	
  phone	
  as	
  the	
  consumer	
  actually	
  enters	
  a	
  store	
  or	
  

investigates	
  or	
  purchases	
  physical	
  products	
  utilising	
  GPS/NFC/RFID	
  technology18	
  are	
  all	
  initiatives	
  

into	
  the	
  foray	
  of	
  geo-­‐located	
  targeted	
  advertising	
  to	
  consumers	
  directly	
  on	
  the	
  high	
  street.19	
  	
  

The	
  Intimate	
  Sphere	
  	
  
This	
  independent	
  evaluation	
  by	
  consumers	
  strikes	
  right	
  at	
  the	
  heart	
  of	
  what	
  Habermas	
  suggested	
  the	
  

Bourgeois	
  merchants	
  had	
  sought	
  to	
  deliver	
  with	
  the	
  development	
  of	
  mass-­‐media	
  but	
  lost	
  through	
  

political	
  and	
  biased	
  control.	
  Social	
  networks,	
  continually	
  push	
  the	
  boundaries	
  of	
  what	
  is	
  private	
  in	
  a	
  

modern	
  context,	
  making	
  assumptions	
  privacy	
  is	
  past	
  tense.	
  As	
  marketers	
  seeks	
  to	
  influence	
  these	
  

environments	
  for	
  their	
  own	
  gains,	
  the	
  rules	
  of	
  engagement	
  are	
  such	
  that	
  any	
  obvious	
  manipulation	
  

of	
  the	
  group	
  serves	
  as	
  a	
  negative	
  brand	
  reaction	
  from	
  the	
  consumer.	
  Recent	
  concerns’	
  surrounding	
  

user	
  profiling	
  have	
  alarmed	
  and	
  outraged	
  many	
  online	
  users	
  and	
  privacy	
  groups	
  and	
  remains	
  a	
  

continuing	
  debate.20	
  Controversy	
  over	
  Facebook	
  using	
  willingly	
  offered	
  personal	
  data	
  for	
  targeted	
  

advertising	
  purposes,21	
  was	
  felt	
  to	
  be	
  an	
  intrusion.22	
  This	
  is	
  of	
  particular	
  concern	
  when	
  already	
  we	
  

are	
  seeing	
  that	
  variations	
  of	
  cookie	
  tracking	
  for	
  advertising	
  purposes	
  are	
  causing	
  lawsuits.23	
  	
  

Yet	
  this	
  is	
  not	
  new.	
  As	
  far	
  back	
  as	
  1999,	
  the	
  public	
  and	
  media	
  have	
  petitioned	
  politicians	
  to	
  intervene	
  

after	
  ad	
  server	
  DoubleClick	
  acquired	
  Abacus24	
  and	
  proposed	
  to	
  link	
  intimate	
  offline	
  consumer	
  

purchase	
  habits	
  of	
  some	
  88	
  million	
  catalogue	
  shoppers	
  to	
  their	
  online	
  data	
  and	
  then	
  leverage	
  this	
  ‘to	
  

provide	
  laser-­‐targeted	
  advertising	
  to	
  its	
  many	
  advertisers’.25	
  Business	
  Week	
  urged	
  Congress	
  to	
  take	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
15	
  BBC	
  News,	
  Ofcom	
  report	
  highlights	
  'multi-­‐tasking	
  media	
  users',	
  19	
  August	
  2010,	
  Available	
  at:	
  
http://www.bbc.co.uk/news/technology-­‐11012356	
  
16	
  Mobile	
  Beyond,	
  Mobile	
  Internet	
  Research	
  Report	
  Reveals	
  Massive	
  Mobile	
  Internet	
  Growth,	
  26	
  February	
  2010.	
  
Available	
  at:	
  http://mobilebeyond.net/mobile-­‐internet-­‐research-­‐report-­‐reveals-­‐massive-­‐mobile-­‐internet-­‐growth/	
  
17	
  Maher,	
  R.	
  Large	
  Brands	
  Experimenting	
  With	
  Location-­‐Based	
  Mobile	
  Advertising,	
  17	
  March	
  2010.	
  Available	
  at:	
  
http://www.tbiresearch.com/for-­‐mobile-­‐advertisers-­‐its-­‐all-­‐about-­‐location-­‐location-­‐location-­‐2010-­‐3	
  
18	
  Clifford,	
  S.	
  As	
  shoppers	
  stroll,	
  a	
  pitch	
  in	
  every	
  aisle,	
  17	
  August	
  2010.	
  Available	
  at:	
  
http://www.mydigitalfc.com/news/shoppers-­‐stroll-­‐pitch-­‐every-­‐aisle-­‐549	
  
19	
  Foley,	
  S.	
  	
  Advertising:	
  Now	
  we're	
  really	
  going	
  places,	
  20	
  August	
  2010.	
  Available	
  at:	
  
http://www.independent.co.uk/news/business/analysis-­‐and-­‐features/advertising-­‐now-­‐were-­‐really-­‐going-­‐
places-­‐2057351.html	
  
20	
  Kaplan,	
  D.	
  Privacy	
  Issues	
  Spur	
  EU	
  Scrutiny	
  Over	
  Behavioral	
  Targeting,	
  23	
  November	
  2007,	
  
http://paidcontent.co.uk/article/419-­‐privacy-­‐issues-­‐spur-­‐eu-­‐scrutiny-­‐over-­‐behavioral-­‐targeting-­‐facebooks-­‐bea/	
  
21	
  Singel,	
  R.	
  Facebook	
  Beacon	
  Tracking	
  Program	
  Draws	
  Privacy	
  Lawsuit,	
  14	
  August	
  2008.	
  Available	
  at:	
  
http://www.wired.com/threatlevel/2008/08/facebook-­‐beacon/	
  
22	
  BBC	
  News,	
  Protests	
  force	
  Facebook	
  to	
  change,	
  30	
  November	
  2007.	
  Available	
  at:	
  
http://news.bbc.co.uk/1/hi/technology/7120916.stm	
  
23	
  Diaz,	
  S.	
  Ad	
  network	
  at	
  center	
  of	
  third	
  Flash	
  Cookie	
  lawsuit,	
  25	
  August	
  2010.	
  Available	
  at:	
  
http://www.zdnet.com/blog/btl/ad-­‐network-­‐at-­‐center-­‐of-­‐third-­‐flash-­‐cookie-­‐lawsuit/38346	
  
24	
  Macavinta,	
  C.	
  DoubleClick,	
  Abacus	
  merge	
  in	
  $1.7	
  billion	
  deal.	
  CNet	
  News.com.	
  24	
  November	
  1999.	
  Available	
  
at:	
  http://www.news.com/2100-­‐1023-­‐233526.html	
  
25	
  Pasternack,	
  Dave.	
  Google	
  and	
  DoubleClick:	
  Risky	
  business?	
  DM	
  News.	
  3	
  April	
  2007.	
  Available	
  at:	
  
http://www.dmnews.com/Google-­‐and-­‐DoubleClick-­‐Risky-­‐business/article/95312/	
  



Dean	
  Donaldson	
  [4177299]	
  	
  
Page	
  |	
  8	
  	
  

action.26	
  When	
  we	
  look	
  to	
  the	
  new	
  mobile	
  location-­‐based	
  advertised	
  systems	
  such	
  as	
  those	
  offered	
  

by	
  FourSquare	
  or	
  especially	
  now	
  ShopKick	
  utilising	
  RFID,27	
  we	
  realise	
  that	
  the	
  three	
  specific	
  concerns	
  

are	
  actually	
  converging	
  and	
  has	
  reached	
  the	
  echelons	
  of	
  decision	
  makers,	
  especially	
  surrounding	
  the	
  

modern	
  interpretation	
  of	
  a	
  consumer’s	
  privacy.	
  In	
  Brussels	
  in	
  November	
  2009,	
  Viviane	
  Reding,	
  

Member	
  of	
  the	
  European	
  Commission	
  responsible	
  for	
  Information	
  Society	
  and	
  Media,	
  highlighted	
  

the	
  issues	
  further	
  at	
  the	
  ‘European	
  Digital	
  Agenda	
  for	
  the	
  New	
  Digital	
  Consumer,’	
  citing	
  ‘three	
  

technological	
  and	
  commercial	
  developments	
  that	
  have	
  particular	
  implications	
  for	
  privacy:	
  social	
  

networking,	
  behavioural	
  advertisement	
  and	
  RFID	
  “smart	
  chips”.28	
  

Despite	
  keen	
  interest	
  in	
  cross-­‐channel	
  tracking	
  and	
  serving	
  targeted	
  ads	
  against	
  such	
  data,	
  neither	
  

governments,	
  technology	
  companies	
  nor	
  privacy	
  groups	
  have	
  seemingly	
  come	
  up	
  with	
  an	
  acceptable	
  

working	
  standard	
  to	
  address	
  current	
  behavioural	
  advertising	
  let	
  alone	
  the	
  next	
  iteration	
  of	
  walking	
  

seemingly	
  blind	
  into	
  such	
  a	
  connected	
  society.	
  Habermas	
  termed	
  the	
  café	
  culture	
  the	
  Public	
  Sphere	
  

and	
  the	
  Internet	
  and	
  in	
  particular	
  Social	
  Media	
  has	
  given	
  us	
  the	
  Public	
  Sphere	
  2.0,	
  against	
  which	
  the	
  

concerns	
  could	
  see	
  this	
  as	
  the	
  rise	
  of	
  the	
  Private	
  Sphere.	
  With	
  digital	
  screens	
  growing	
  at	
  33%	
  per	
  

year29	
  and	
  estimates	
  suggest	
  by	
  2015,	
  15%	
  of	
  all	
  billboards	
  in	
  Europe	
  will	
  be	
  digital,	
  some	
  of	
  which	
  

will	
  be	
  touch-­‐screen30	
  one	
  could	
  even	
  suggest	
  a	
  Public	
  Sphere	
  3.0.	
  However	
  with	
  the	
  fast	
  adoption	
  of	
  

Smart	
  Phones	
  and	
  the	
  race	
  towards	
  Smart	
  Chips,	
  the	
  question	
  is	
  are	
  we	
  moving	
  into	
  something	
  we	
  

should	
  be	
  correctly	
  labelled	
  the	
  Intimate	
  Sphere?	
  When	
  we	
  consider	
  information	
  shared	
  publicly	
  has	
  

both	
  an	
  intimate	
  location-­‐based	
  or	
  behavioural-­‐based	
  feedback	
  component,	
  utilising	
  cameras	
  that	
  

recognise	
  bio-­‐metrics	
  or	
  sensors	
  tracking	
  unique	
  RFID	
  identifiers,	
  we	
  take	
  Harbemas’	
  discussion	
  

potentially	
  full	
  circle,	
  moving	
  back	
  from	
  public	
  to	
  private	
  to	
  intimate.	
  Such	
  predicaments	
  facing	
  

modern	
  society	
  force	
  governing	
  authorities	
  feel	
  inclined	
  to	
  get	
  involved.	
  Viviane	
  Reding	
  states,	
  

“The	
  Commission	
  is	
  closely	
  monitoring	
  the	
  use	
  of	
  behavioural	
  advertising	
  to	
  ensure	
  respect	
  for	
  

our	
  privacy	
  rights.	
  Now,	
  European	
  privacy	
  rules	
  are	
  crystal	
  clear:	
  a	
  person's	
  information	
  can	
  

only	
  be	
  used	
  with	
  their	
  prior	
  consent.	
  Transparency	
  and	
  choice	
  are	
  key	
  words	
  in	
  this	
  debate.”31	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
26	
  Stepanek,	
  M.Washington	
  Must	
  Step	
  In	
  to	
  Protect	
  E-­‐Privacy,	
  26	
  July	
  1999.	
  Available	
  at:	
  
http://www.businessweek.com/1999/99_30/b3639036.htm	
  
27	
  Supra	
  note	
  18	
  
28	
  Reding,	
  V.	
  “A	
  European	
  Digital	
  Agenda	
  for	
  the	
  New	
  Digital	
  Consumer,”	
  Europa,	
  12	
  November	
  2009,	
  
http://europa.eu/rapid/pressReleasesAction.do?reference=SPEECH/09/524	
  
29	
  Aun,	
  F.J.	
  Digital	
  Signage	
  Growth	
  Boosted	
  by	
  Cheap	
  Hardware,	
  Restrained	
  by	
  Security	
  Costs,	
  11	
  March	
  2009.	
  
Available	
  at:	
  http://www.storefrontbacktalk.com/securityfraud/digital-­‐signage-­‐growth-­‐boosted-­‐by-­‐cheap-­‐
hardware-­‐restrained-­‐by-­‐security-­‐costs	
  
30	
  Information	
  gleaned	
  from:	
  
http://www.screendigest.com/reports/08digitalsignageeurope/pdf/08DigitalSignageEurope-­‐pdf/view.html	
  
31	
  Viviane	
  Reding,	
  “A	
  European	
  Digital	
  Agenda	
  for	
  the	
  New	
  Digital	
  Consumer,”	
  Europa,	
  12	
  November	
  2009,	
  
http://europa.eu/rapid/pressReleasesAction.do?reference=SPEECH/09/524	
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So	
  what	
  is	
  RFID?	
  
Radio	
  Frequency	
  Identification	
  (RFID)	
  are	
  wireless,	
  networkable,	
  speck-­‐of-­‐dust-­‐sized	
  microcomputers	
  

used	
  to	
  automate	
  perception.32	
  It	
  is	
  an	
  electronic	
  tagging	
  technology,	
  which	
  allows	
  objects,	
  places,	
  

animals	
  or	
  people	
  to	
  communicate	
  their	
  position	
  and	
  other	
  information	
  constantly	
  in	
  a	
  vast	
  network.	
  

RFID	
  are	
  either	
  active	
  or	
  passive	
  and	
  consist	
  of	
  two	
  parts,	
  and	
  Integrated	
  circuit	
  (IC)	
  for	
  storing	
  and	
  

processing	
  information	
  and	
  an	
  antenna.	
  Invisible	
  to	
  the	
  most	
  part,	
  RFID	
  allows	
  everyday	
  objects	
  to	
  

become	
  searchable	
  and	
  traceable.	
  Known	
  as	
  ‘smart’	
  chips	
  /	
  tags	
  or	
  radio	
  barcodes,33	
  they	
  have	
  been	
  

dubbed	
  ‘spychips’	
  by	
  privacy	
  activists.34	
  	
  

Developed	
  between	
  Massachusetts	
  Institute	
  of	
  Technology	
  (MIT)	
  and	
  Proctor	
  &	
  Gamble35	
  who	
  were	
  

losing	
  $50	
  billion	
  a	
  year	
  to	
  theft	
  and	
  other	
  ‘shrinkage’	
  costs,36	
  they	
  set	
  up	
  the	
  Automatic	
  

Identification	
  Center	
  (Auto-­‐ID)	
  in	
  1999	
  in	
  order	
  to	
  develop	
  an	
  open	
  source	
  system	
  to	
  connect	
  all	
  

physical	
  objects	
  to	
  the	
  global	
  Internet	
  and	
  in	
  turn	
  form	
  an	
  ‘intelligent	
  infrastructure’37	
  to	
  allow	
  

continuous	
  tracking	
  and	
  identification	
  of	
  physical	
  resources.’38	
  Rather	
  than	
  requiring	
  a	
  direct	
  line-­‐of-­‐

sight	
  scanner	
  to	
  “see”	
  a	
  barcode	
  and	
  read	
  it	
  though	
  correct	
  orientation	
  and	
  then	
  only	
  reading	
  a	
  

single	
  item	
  at	
  a	
  time,	
  RFID	
  allows	
  the	
  tagged	
  items	
  to	
  be	
  automatically	
  and	
  precisely	
  identified	
  at	
  a	
  

distance,	
  even	
  through	
  walls,	
  and	
  be	
  read	
  in	
  any	
  direction	
  as	
  long	
  as	
  they	
  are	
  within	
  proximity	
  of	
  a	
  

reader	
  via	
  electromagnetic	
  fields,39	
  up	
  to	
  300ft	
  (100m)	
  in	
  the	
  case	
  of	
  the	
  active	
  battery	
  powered	
  

ones.40	
  RFID	
  can	
  also	
  read	
  multiple	
  items	
  simultaneously,	
  700	
  in	
  some	
  instances,41	
  making	
  it	
  much	
  

easier	
  to	
  instantly	
  tally	
  up	
  an	
  entire	
  shopping	
  trolley,	
  for	
  example.	
  	
  

Estimates	
  suggest	
  100Bn	
  tags	
  a	
  year	
  are	
  soon	
  to	
  be	
  produced42	
  and	
  ‘hundreds	
  of	
  organisations	
  are	
  

now	
  using	
  RFID	
  on	
  or	
  in	
  apparel…	
  the	
  largest	
  use	
  is	
  in	
  or	
  on	
  the	
  item	
  of	
  clothing	
  itself,	
  whether	
  by	
  a	
  

stitched-­‐in	
  cloth	
  tag	
  or	
  a	
  paper	
  swing	
  tag.’43	
  Prada,	
  Armani,	
  Dolce	
  and	
  Gabbana,	
  Benetton	
  and	
  Levi	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
32	
  Information	
  gleaned	
  from:	
  http://www.leighbureau.com/speaker.asp?id=278	
  
33	
  Progressive	
  Grocer,	
  Tesco	
  Trials	
  New	
  Technology	
  With	
  IBM	
  to	
  Improve	
  Product	
  Availability	
  for	
  Shoppers,	
  16	
  
October	
  2003.	
  Available	
  at:	
  http://www.allbusiness.com/retail-­‐trade/food-­‐stores/4255857-­‐1.html	
  
34	
  For	
  more	
  information	
  see	
  http://www.spychips.com	
  
35	
  Information	
  gleaned	
  from:	
  http://connect.in.com/kevin-­‐ashton/biography-­‐163695.html	
  
36	
  Batista,	
  E.	
  'Step	
  Back'	
  for	
  Wireless	
  ID	
  Tech?,	
  8	
  April	
  2009,	
  Available	
  at:	
  
http://www.wired.com/gadgets/wireless/news/2003/04/58385?currentPage=1	
  
37	
  Borriello,	
  G.	
  “RFID:	
  tagging	
  the	
  world,”	
  Communications	
  of	
  the	
  ACM.	
  48,	
  no.	
  9	
  (September	
  2005):	
  34-­‐37.	
  
38	
  CoverPages,	
  Auto-­‐ID	
  Center	
  Uses	
  Physical	
  Markup	
  Language	
  in	
  Radio	
  Frequency	
  Identification	
  (RFID)	
  Tag	
  
Technology.,	
  21	
  November	
  2001.	
  Available	
  at:	
  http://xml.coverpages.org/ni2001-­‐11-­‐21-­‐c.html	
  
39	
  Want,	
  W.	
  “The	
  Magic	
  of	
  RFID,”	
  Queue	
  (ACM)	
  2,	
  no.	
  7	
  (October	
  2004):	
  40-­‐48.	
  
40	
  RFID	
  Journal	
  LLC,	
  General	
  RFID	
  Information,	
  1	
  June	
  2009.	
  Available	
  at:	
  
http://www.aimglobal.org/technologies/rfid/rfid_faqs.asp	
  
41	
  Information	
  gleaned	
  from:	
  http://www.mojix.com/products/index.php	
  
42	
  Dixon,	
  P.	
  Rfid	
  -­‐	
  100	
  Billion	
  Wireless	
  Tagging	
  Devices,	
  1	
  June	
  2004.	
  Available	
  at:	
  
http://www.globalchange.com/rfids.htm	
  
43	
  Das.	
  R.,	
  Holland,	
  G.	
  &	
  Dr	
  Harrop,	
  P.	
  Apparel	
  RFID	
  2009-­‐2019,	
  1	
  July	
  2009.	
  Available	
  at:	
  
http://www.idtechex.com/research/reports/apparel_rfid_2009_2019_000207.asp	
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Strauss	
  among	
  the	
  adopters	
  to	
  date,	
  fuelled	
  by	
  the	
  renewed	
  drive	
  by	
  the	
  worlds	
  largest	
  retailer,	
  

WalMart	
  to	
  tag	
  specific	
  items	
  in	
  its	
  stores.44	
  Other	
  uses	
  include;	
  tracking	
  of	
  airport	
  baggage	
  or	
  pallets	
  

in	
  supply	
  chains;45	
  tracking	
  animal	
  inventory	
  whether	
  wild,46	
  livestock	
  to	
  domestic	
  pets;	
  entry	
  

systems	
  to	
  buildings	
  or	
  vehicles;	
  transport	
  networks;	
  tracking	
  of	
  prisoners	
  or	
  those	
  on	
  a	
  curfew;	
  

wristbands	
  in	
  theme	
  parks;47	
  or	
  in	
  the	
  packaging	
  of	
  (or	
  hidden	
  within)	
  pharmaceuticals.48	
  RFID-­‐

enabled	
  mobiles	
  in	
  Japan49	
  have	
  the	
  ability	
  to	
  pay	
  for	
  items	
  via	
  waving	
  their	
  phones,	
  wave-­‐and-­‐go50	
  

in	
  the	
  West	
  heralds	
  the	
  influx	
  of	
  this	
  technology51	
  and	
  Sony	
  Ericsson,52	
  Nokia	
  and	
  Apple53	
  plan	
  to	
  

implement	
  RFID	
  readers	
  within	
  their	
  mobiles	
  –	
  and	
  externally	
  linked	
  RFID	
  readers	
  already	
  exist.54	
  	
  

RFID	
  fits	
  within	
  part	
  of	
  a	
  framework	
  known	
  as	
  Ubiquitous	
  Computing	
  (UbiComp),55	
  the	
  post-­‐desktop	
  

model	
  of	
  human-­‐computer	
  interaction	
  .	
  Also	
  known	
  as	
  pervasive	
  computing,	
  ambient	
  intelligence,	
  

physical	
  computing	
  or	
  the	
  ‘Internet	
  of	
  Things’.	
  It	
  can	
  also	
  be	
  termed	
  M2M,	
  machine-­‐to-­‐man,	
  and	
  is	
  

essentially	
  about	
  the	
  connecting	
  of	
  people,	
  devices	
  and	
  systems.	
  With	
  an	
  increasing	
  number	
  of	
  

sensor-­‐driven	
  applications	
  linked	
  via	
  RFID	
  such	
  as	
  glucose-­‐sensing	
  human-­‐implantable	
  RFID	
  chips	
  

which	
  could	
  be	
  tweaked	
  to	
  monitor	
  pandemics	
  following	
  the	
  H1N1	
  swine	
  flu	
  scare	
  ‘to	
  assist	
  in	
  

emergency	
  preparedness’56	
  it	
  is	
  clear	
  we	
  are	
  pushing	
  the	
  boundaries	
  beyond	
  comfortable	
  limits	
  with	
  

RFID.	
  It	
  is	
  against	
  this	
  backdrop	
  we	
  are	
  posed	
  to	
  move	
  beyond	
  Habermas	
  into	
  a	
  very	
  Intimate	
  Sphere.	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
44	
  Roberti,	
  M.	
  Wal-­‐Mart	
  Relaunches	
  EPC	
  RFID	
  Effort,	
  Starting	
  With	
  Men's	
  Jeans	
  and	
  Basics,	
  23	
  July	
  2010.	
  
Available	
  at:	
  http://www.rfidjournal.com/article/view/7753/	
  
45	
  Supra	
  note	
  Error!	
  Bookmark	
  not	
  defined.	
  
46	
  Information	
  gleaned	
  from:	
  http://www.biomark.com	
  
47	
  O'Connor,	
  M.C.	
  Great	
  Wolf	
  Water	
  Park	
  Launches	
  RFID,	
  22	
  March	
  2006.	
  Available	
  at:	
  
http://www.rfidjournal.com/article/articleview/2211/1/1	
  
48	
  MacFarlane,	
  J.	
  Microchip	
  that	
  tells	
  the	
  GP	
  if	
  you’ve	
  taken	
  your	
  pills	
  12	
  April	
  2009.	
  Available	
  at:	
  
http://www.dailymail.co.uk/health/article-­‐1169305/Microchip-­‐tells-­‐GP-­‐8217-­‐ve-­‐taken-­‐pills.html	
  
49	
  Akiyama,	
  T.	
  Gyazapo	
  RFID	
  phones	
  to	
  carry	
  loyalty	
  points	
  from	
  100	
  stores,	
  23	
  February	
  2009.	
  Available	
  at:	
  
http://www.digitalworldtokyo.com/index.php/digital_tokyo/articles/gyazapo_rfid_phones_to_carry_loyalty_p
oints_from_100_stores	
  
50	
  Whateley,	
  W.	
  Can	
  you	
  trust	
  wave-­‐and-­‐go	
  cash	
  cards?,	
  24	
  October	
  2009	
  Available	
  at:	
  
http://www.timesonline.co.uk/tol/money/consumer_affairs/article6887579.ece	
  
51	
  Lytle,	
  M.J.	
  Japanese	
  RFID	
  phones	
  ready	
  to	
  battle	
  for	
  West,	
  20	
  August	
  2008.	
  Available	
  at:	
  
http://www.techradar.com/news/phone-­‐and-­‐communications/mobile-­‐phones/japanese-­‐rfid-­‐phones-­‐ready-­‐to-­‐
battle-­‐for-­‐west-­‐454283	
  
52	
  Lomas,	
  N.	
  RFID	
  could	
  be	
  in	
  all	
  cell	
  phones	
  by	
  2010,	
  25	
  June	
  2009.	
  Available	
  at:	
  http://news.zdnet.com/2100-­‐
9595_22-­‐315292.html	
  
53	
  Ray,	
  B.	
  Apple	
  IDs	
  the	
  next-­‐generation	
  iPhone,	
  10	
  November	
  2009.	
  Available	
  at:	
  
http://www.reghardware.co.uk/2009/11/10/iphone_nfc	
  
54	
  Stevens,	
  T.	
  Wireless	
  Dynamics	
  brings	
  the	
  joys	
  of	
  inventory	
  management	
  to	
  the	
  iPhone	
  with	
  the	
  iCarte	
  RFID	
  
reader,	
  19	
  November	
  2009,	
  Available	
  at:	
  http://www.engadget.com/2009/11/19/wireless-­‐dynamics-­‐brings-­‐
the-­‐joys-­‐of-­‐inventory-­‐management-­‐to-­‐the	
  
55	
  Weiser,	
  M.	
  Ubiquitous	
  Computing,	
  1996	
  3-­‐March.	
  Available	
  at:	
  http://sandbox.xerox.com/ubicomp	
  
56	
  Tomek,	
  A.	
  “VeriChip	
  Corporation	
  to	
  Present	
  its	
  Glucose-­‐Sensing	
  RFID	
  Microchip	
  and	
  Virus	
  Triage	
  Detection	
  
System	
  for	
  the	
  H1N1	
  Virus	
  at	
  ID	
  World	
  International	
  Congress,”	
  VeriChip,	
  29	
  October	
  2009,	
  Available	
  at:	
  
http://www.verichipcorp.com/pressreleases/102909.html	
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Adam	
  Greenfield,	
  Head	
  of	
  Design	
  at	
  Nokia,57	
  calls	
  it	
  Everyware,	
  in	
  as	
  much	
  as	
  micro-­‐computers	
  are	
  

embedded	
  everywhere	
  in	
  the	
  environment.	
  His	
  view	
  is	
  that	
  the	
  human	
  being	
  should	
  be	
  central	
  to	
  the	
  

systems	
  that	
  are	
  being	
  built	
  and	
  feels	
  that	
  the	
  window	
  of	
  opportunity	
  to	
  influence	
  for	
  an	
  acceptable	
  

result	
  is	
  ‘very	
  narrow	
  and	
  upon	
  us	
  as	
  technology	
  and	
  business	
  takes	
  the	
  stage.’	
  

“My	
  concern	
  is	
  that	
  as	
  we	
  make	
  the	
  decisive	
  turn	
  towards	
  ubiquitous	
  computing,	
  we	
  run	
  the	
  

risk	
  of	
  designing	
  not	
  merely	
  technical	
  systems,	
  but	
  in	
  fact	
  a	
  world	
  where	
  the	
  human	
  being	
  and	
  

our	
  fundamental	
  prerogatives	
  of	
  privacy,	
  sanity	
  and	
  serenity	
  are	
  overwhelmed	
  at	
  all	
  times	
  and	
  

in	
  all	
  places.”58	
  

Digital	
  marketing	
  with	
  RFID	
  
Any	
  advancement	
  that	
  can	
  ultimately	
  reduce	
  overall	
  costs	
  more	
  efficiently	
  then	
  barcodes	
  is	
  the	
  key	
  

drive	
  behind	
  the	
  interest	
  and	
  adoption	
  of	
  new	
  technologies	
  such	
  as	
  RFID.59	
  From	
  a	
  marketing	
  

perspective	
  the	
  ultimate	
  concept	
  of	
  RFID	
  would	
  be	
  in	
  the	
  targeting	
  of	
  individual	
  persons	
  or	
  consumer	
  

groups	
  from	
  a	
  commercial	
  standpoint	
  to	
  deliver	
  uniquely	
  targeted	
  brand	
  messages	
  either	
  through	
  

advertising	
  or	
  in	
  point-­‐of-­‐sale	
  (POS).	
  If	
  such	
  savings	
  are	
  passed	
  to	
  the	
  consumer	
  as	
  opposed	
  to	
  

increase	
  profits	
  to	
  suppliers,	
  there	
  could	
  be	
  much	
  more	
  widespread	
  acceptance.	
  	
  

Metro	
  Group	
  Future	
  Store	
  piloted	
  in	
  Rheinberg,	
  Germany	
  fully	
  utilises	
  RFID	
  technology,	
  it	
  boasts	
  

interactive	
  displays	
  and	
  automated	
  shopping	
  checkout	
  without	
  cashiers.	
  One	
  application	
  is	
  a	
  smart	
  

fitting	
  room	
  with	
  touch	
  LCD	
  screen	
  and	
  intercom	
  where	
  the	
  interactive	
  display	
  recommends	
  

accessories	
  linked	
  to	
  RFID	
  tags	
  in	
  garments	
  as	
  you	
  look	
  at	
  yourself	
  in	
  a	
  smart	
  mirror.	
  Already	
  Metro	
  

Group	
  is	
  claiming	
  a	
  15%	
  in	
  sales	
  growth	
  and	
  20%	
  new	
  customers	
  as	
  a	
  result.60	
  Aramis	
  by	
  Estee	
  Lauder	
  

utilise	
  interactive	
  screens	
  aimed	
  at	
  men	
  in	
  certain	
  UK	
  stores.	
  When	
  RFID	
  chipped	
  products	
  are	
  picked	
  

up,	
  they	
  play	
  back	
  informational	
  videos	
  along	
  with	
  cross-­‐recommending	
  other	
  products	
  in	
  the	
  range.	
  

A	
  special	
  tag	
  from	
  a	
  Lab	
  Series	
  Consultant	
  can	
  also	
  turn	
  the	
  screen	
  into	
  a	
  skin	
  scanner,	
  ‘enabling	
  a	
  

customer’s	
  skin	
  type	
  to	
  be	
  analyzed	
  and	
  suitable	
  products	
  recommended.’61	
  	
  

Part	
  of	
  the	
  Tokyo	
  Ubiquitous	
  Network62	
  allows	
  advertising	
  triggered	
  via	
  RFID	
  in	
  shopping	
  centres.63	
  

ShuFoo	
  service	
  aimed	
  at	
  housewives	
  delivers	
  coupons	
  or	
  bill	
  copies	
  of	
  the	
  purchased	
  items	
  to	
  the	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
57	
  Information	
  gleaned	
  from:	
  http://speedbird.wordpress.com/about/	
  
58	
  Taken	
  from	
  a	
  presentation	
  given	
  by	
  Adam	
  Greenfield	
  at	
  Keio	
  University's	
  DMC	
  Institute,	
  Tokyo,	
  Japan	
  on	
  July	
  
15,	
  2006.	
  Available	
  at:	
  http://www.youtube.com/watch?v=RMXox8IJvmE	
  
59	
  Varchaver,	
  N.	
  Scanning	
  the	
  Globe,	
  31	
  May	
  2004.	
  Available	
  at:	
  
http://money.cnn.com/magazines/fortune/fortune_archive/2004/05/31/370719/index.htm	
  
60	
  More	
  information	
  available	
  at:	
  http://www.future-­‐store.org/fsi-­‐internet/html/en/392/index.html	
  
61	
  Digital	
  Signage	
  Today,	
  Signagelive	
  powers	
  Estee	
  Lauder	
  point-­‐of-­‐decision	
  retail	
  signage,	
  17	
  October	
  2008.	
  
Available	
  at:	
  http://www.digitalsignagetoday.com/article.php?id=20872&na=1&s=2	
  
62	
  Information	
  gleaned	
  from:	
  http://www.tokyo-­‐ubinavi.jp/en/about.html	
  
63	
  Trendhunters,	
  User	
  Targeted	
  Ads	
  Via	
  RFID	
  ,	
  4	
  January	
  2007,	
  http://www.trendhunter.com/trends/user-­‐
targeted-­‐ads-­‐via-­‐rfid-­‐attention-­‐shopper-­‐this-­‐ad-­‐is-­‐just-­‐for-­‐you	
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mobile	
  device	
  and	
  the	
  website	
  had	
  60M	
  users	
  looking	
  for	
  coupons	
  in	
  the	
  first	
  6	
  months	
  of	
  2009.64	
  

SuiPo	
  (Suica	
  Posters)	
  in	
  train	
  stations	
  and	
  streets	
  where	
  a	
  user	
  requiring	
  tourist	
  or	
  advertising	
  

information	
  can	
  point	
  their	
  mobile	
  at	
  the	
  poster	
  and	
  pull	
  down	
  more	
  information	
  to	
  their	
  phone.65	
  

McDonalds	
  Japan	
  deployed	
  Kazasu	
  Coupon	
  and	
  an	
  e-­‐wallet	
  RFID	
  payment	
  system	
  in	
  175	
  locations	
  

nationwide	
  in	
  2008	
  for	
  it’	
  s	
  10	
  million	
  registered	
  mobile	
  users.66	
  Consumers	
  are	
  able	
  to	
  use	
  their	
  

mobile	
  as	
  a	
  barcode	
  scanner	
  on	
  meals	
  to	
  get	
  nutritional	
  information,	
  order	
  from	
  a	
  menu	
  and	
  then	
  

pay	
  by	
  waving	
  their	
  mobile	
  over	
  a	
  POS	
  terminal.	
  The	
  McDonalds’	
  CRM	
  system	
  is	
  updated	
  and	
  

monitors	
  buying	
  patterns	
  and	
  habits,	
  sending	
  specific	
  coupons	
  direct	
  to	
  consumer’s	
  mobiles.67	
  	
  

Both	
  Castrol	
  in	
  the	
  UK	
  using	
  roadside	
  cameras68	
  and	
  Mini	
  in	
  the	
  US	
  using	
  RFID	
  have	
  attempted	
  to	
  

target	
  motorists	
  with	
  personalised	
  digital	
  billboards.	
  They	
  differed	
  in	
  as	
  much	
  as	
  the	
  mini	
  campaign	
  

was	
  ‘opt	
  in’	
  and	
  the	
  Castrol	
  one	
  was	
  not.	
  The	
  mini	
  community	
  was	
  split	
  as	
  to	
  whether	
  they	
  felt	
  it	
  was	
  

‘cool’	
  or	
  ‘creepy’,69	
  however	
  with	
  Castrol	
  attracted	
  media	
  attention70	
  after	
  it	
  was	
  revealed	
  that	
  the	
  

firm	
  responsible	
  for	
  the	
  data	
  of	
  34M	
  driver	
  details	
  of	
  UK	
  motorists	
  obtained	
  date	
  from	
  the	
  DVLA	
  

(Driver	
  and	
  Vehicle	
  Licensing	
  Authority).	
  Questions	
  arose	
  over	
  the	
  privacy	
  of	
  a	
  government	
  agency	
  

making	
  such	
  data	
  freely	
  available	
  and	
  used	
  for	
  a	
  purpose	
  other	
  than	
  why	
  it	
  was	
  collected.	
  In	
  a	
  

personal	
  conversation	
  with	
  Mindshare,71	
  the	
  media	
  buying	
  agency,	
  they	
  admit	
  they	
  were	
  not	
  

prepared	
  for	
  a	
  consumer	
  backlash,	
  which	
  is	
  surprising	
  given	
  an	
  over-­‐familiarity	
  on	
  behalf	
  of	
  the	
  

advertiser	
  used	
  here,	
  which	
  understandably	
  can	
  make	
  people	
  feel	
  uncomfortable.	
  

Even	
  in	
  Japan	
  there	
  are	
  concerns	
  as	
  one	
  woman	
  pointed	
  out:	
  “The	
  food	
  here’s	
  as	
  cheap	
  as	
  it	
  gets	
  

anyway	
  -­‐	
  why	
  would	
  I	
  give	
  out	
  my	
  phone	
  information	
  and	
  risk	
  junk	
  mail	
  from	
  McDonald’s	
  just	
  to	
  save	
  

a	
  few	
  yen	
  once	
  in	
  a	
  while?”	
  It	
  is	
  highlights	
  a	
  growing	
  fear	
  of	
  receiving	
  unwanted	
  marketing,	
  leading	
  

many	
  Japanese	
  to	
  avoid	
  coupon	
  technologies,	
  such	
  as	
  QR	
  Codes.	
  Clearly	
  a	
  balance	
  needs	
  to	
  be	
  struck	
  

around	
  ‘how	
  much	
  is	
  too	
  much’	
  in	
  order	
  to	
  maintain	
  acceptance	
  in	
  the	
  marketplace.72	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
64	
  Wireless	
  Watch	
  Japan,	
  Coupon	
  Shopping	
  with	
  Shufoo!,	
  25	
  June	
  2009.	
  Available	
  at:	
  
http://wirelesswatch.jp/2009/06/25/coupon-­‐shopping-­‐with-­‐shufoo	
  
65	
  Information	
  gleaned	
  from:	
  http://www.technovelgy.com/ct/Science-­‐Fiction-­‐News.asp?NewsNum=1089	
  
66	
  Wireless	
  Watch	
  Japan,	
  McDonalds	
  Japan	
  Rolls	
  RFID	
  Coupons,	
  23	
  May	
  2008.	
  Available	
  at:	
  
http://wirelesswatch.jp/2008/05/23/mcdonalds-­‐japan-­‐rolls-­‐rfid-­‐coupons	
  
67	
  Swedberg,	
  C.	
  McDonald's	
  Japan	
  Brings	
  Discounts	
  to	
  Phones,	
  2	
  June	
  2008.	
  Available	
  at:	
  
http://www.rfidjournal.com/article/view/4108/1	
  
68	
  Farey-­‐Jones,	
  D.	
  Castrol	
  uses	
  cameras	
  and	
  digital	
  billboards	
  to	
  talk	
  directly	
  to	
  motorists,	
  21	
  September	
  2009.	
  
http://www.brandrepublic.com/news/index.cfm?fuseaction=BR.News.Article&nNewsID=939651&sHashCode=&	
  
69	
  O'Connor,	
  M.C.	
  RFID-­‐Enabled	
  Billboards	
  Talk	
  to	
  Mini	
  Motorists,	
  29	
  January	
  2007,	
  Avaiable	
  at:	
  
http://www.rfidjournal.com/article/articleview/3005/	
  
70	
  Leake,	
  C.	
  Drivers'	
  details	
  sold	
  by	
  DVLA	
  are	
  used	
  in	
  bizarre	
  roadside	
  adverts	
  for	
  Castrol,	
  27	
  September	
  2009.	
  
Available	
  at:	
  http://www.dailymail.co.uk/news/article-­‐1216414/Now-­‐drivers-­‐details-­‐sold-­‐DVLA-­‐used-­‐bizarre-­‐
roadside-­‐adverts-­‐Castrol.html	
  
71	
  Conversation	
  happened	
  on	
  3rd	
  December	
  2009	
  in	
  Mindshare	
  Chicago	
  with	
  global	
  media	
  director.	
  
72	
  Lytle,	
  J.	
  M.	
  McDonald's	
  serves	
  Java	
  with	
  mobile	
  phone	
  menu,	
  20	
  May	
  2008.	
  Available	
  at:	
  
http://www.techradar.com/news/phone-­‐and-­‐communications/mobile-­‐phones/mcdonalds-­‐serves-­‐java-­‐with-­‐
mobile-­‐phone-­‐menu-­‐370050	
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Bringing	
  it	
  home	
  
Though	
  these	
  scenarios	
  reveal	
  an	
  intelligent	
  marketing	
  solution	
  to	
  solving	
  a	
  need	
  for	
  relevance	
  at	
  a	
  

consumer	
  intersection	
  in	
  the	
  real	
  world,	
  the	
  ability	
  for	
  RFID	
  goes	
  much	
  further	
  with	
  unknown	
  

consequences.	
  UK	
  councils	
  started	
  placing	
  RFID	
  readers	
  into	
  wheelie	
  bins	
  back	
  in	
  2006	
  and	
  initial	
  

rollout	
  was	
  half	
  a	
  million	
  homes,	
  which	
  the	
  press	
  termed	
  ‘bin	
  brother’	
  after	
  it	
  emerged	
  plans	
  for	
  

offenders	
  of	
  non-­‐recycling	
  could	
  pay	
  fines.73	
  Using	
  Samsung’s	
  HomeVita	
  network	
  system74	
  in	
  Korea,	
  

RFID	
  refrigerators	
  can	
  send	
  a	
  shopping	
  list	
  to	
  your	
  mobile	
  phone	
  when	
  you	
  remove	
  items	
  out	
  of	
  

them	
  and	
  intelligent	
  work	
  surfaces	
  can	
  recommend	
  recipes	
  of	
  items	
  placed	
  upon	
  them.	
  Knowing	
  if	
  

an	
  item	
  has	
  just	
  been	
  disposed	
  of	
  in	
  an	
  RFID-­‐enabled	
  bin	
  links	
  ‘when’	
  to	
  advertise	
  with	
  ‘what’	
  and	
  

also	
  ‘where’	
  through	
  the	
  location	
  of	
  the	
  person	
  and	
  vicinity	
  to	
  a	
  digital	
  screen	
  to	
  show	
  a	
  targeted	
  ad.	
  

The	
  issue	
  is	
  clearly	
  highlighted	
  in	
  utility	
  companies	
  wishing	
  to	
  monitor	
  usage	
  of	
  a	
  Smart	
  Grid,	
  which	
  

effectively	
  takes	
  personal	
  data	
  from	
  within	
  the	
  home,	
  outside	
  it.	
  Whilst	
  a	
  Smart	
  Grid	
  that	
  monitors	
  

energy	
  usage	
  naturally	
  poses	
  benefits	
  to	
  consumer	
  and	
  environment	
  alike,	
  it	
  too	
  presents	
  new	
  

privacy	
  risks	
  as	
  near	
  real-­‐time	
  consumption	
  data	
  of	
  energy	
  and	
  appliances	
  and	
  is	
  crossing	
  the	
  

boundary	
  into	
  profiling	
  an	
  intimate	
  portrait	
  of	
  family	
  lives75	
  for	
  the	
  sake	
  of	
  the	
  mass	
  public.	
  

Supported	
  by	
  the	
  Ubiquitous	
  Autonomic	
  Computing	
  and	
  Network	
  Project	
  in	
  South	
  Korea,	
  Kyoung	
  Jun	
  

Lee	
  &	
  Jungho	
  Jun	
  in	
  their	
  discussion	
  on	
  “Tag	
  Match	
  Advertising	
  Business	
  Model	
  in	
  Mobile	
  RFID	
  

Environment”76	
  explores	
  the	
  idea	
  of	
  RFID	
  readers	
  embedded	
  within	
  mobile	
  devices	
  to	
  allow	
  a	
  

continuous	
  transmission	
  of	
  a	
  user’s	
  demographical	
  data	
  whilst	
  distributing	
  further	
  content	
  to	
  them	
  

based	
  on	
  their	
  interests	
  shown	
  by	
  the	
  scanning	
  of	
  tagged	
  objects.	
  Bypassing	
  the	
  need	
  for	
  ‘searching’	
  

online	
  via	
  product	
  name	
  whilst	
  allowing	
  real-­‐time	
  updates	
  to	
  CRM	
  systems	
  for	
  advertisers.	
  In	
  an	
  

email	
  exchange	
  with	
  Professor	
  Kyoung	
  Jun	
  Lee,	
  he	
  feels	
  Tag	
  Match	
  Advertising	
  is	
  “just	
  the	
  NFC	
  or	
  

RFID	
  version	
  of	
  ‘content	
  match	
  advertising’	
  such	
  as	
  Google’s	
  AdSense	
  and	
  therefore,	
  all	
  the	
  policy,	
  

ethics,	
  and	
  legal	
  issues	
  will	
  be	
  almost	
  the	
  same	
  with	
  those	
  of	
  existing	
  in	
  other	
  medium.”77	
  	
  

As	
  1,000	
  stores	
  in	
  100	
  of	
  the	
  largest	
  malls	
  across	
  the	
  US	
  adopt	
  ShopKick’s	
  NFC	
  technology	
  for	
  

consumers	
  to	
  gain	
  rewards	
  via	
  their	
  Smart	
  phones,78	
  ShopKick	
  has	
  tried	
  to	
  take	
  this	
  ethical	
  approach	
  

a	
  stage	
  further	
  by	
  allowing	
  consumer’s	
  to	
  donate	
  some	
  of	
  their	
  rewards	
  to	
  the	
  300-­‐odd	
  charities	
  it	
  

has	
  partnered	
  with	
  through	
  its	
  trial	
  application	
  CauseWorld.	
  Since	
  its	
  December	
  2009	
  release,	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
73	
  Delgado,	
  M.	
  Germans	
  plant	
  bugs	
  in	
  our	
  wheelie	
  bins,	
  26	
  August	
  2006.	
  Available	
  at:	
  
http://www.dailymail.co.uk/news/article-­‐402439/Germans-­‐plant-­‐bugs-­‐wheelie-­‐bins.html	
  
74	
  For	
  more	
  information,	
  see:	
  http://support-­‐cn.samsung.com/homevita/	
  
75	
  Wang,	
  L.	
  &	
  Eraker,	
  L.	
  "Privacy	
  by	
  Design"	
  in	
  the	
  Smart	
  Grid,	
  3	
  December	
  2009.	
  Available	
  at:	
  
http://www.cdt.org/blogs/cdt/privacy-­‐design-­‐smart-­‐grid	
  
76	
  Jun	
  Lee,	
  K.	
  &	
  Jun,	
  J.	
  Tag	
  Match	
  Advertising	
  Business	
  Model	
  in	
  Mobile	
  RFID	
  Environment.	
  11	
  November	
  2008.	
  
Available	
  at:	
  http://doi.ieeecomputersociety.org/10.1109/ICCIT.2008.235	
  
77	
  Taken	
  from	
  an	
  email	
  exchange	
  with	
  Professor	
  Kyoung	
  Jun	
  Lee	
  on	
  2	
  December	
  2009.	
  
78	
  Hahn,	
  C.	
  Shopkick	
  and	
  Retail	
  Mobile	
  Rewards.	
  19	
  November	
  2010.	
  Available	
  at:	
  
http://www.androidguys.com/2010/11/19/shopkick-­‐retail-­‐mobile-­‐rewards	
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CauseWorld	
  stands	
  as	
  the	
  fastest-­‐growing	
  location-­‐based	
  application	
  with	
  550,000	
  downloads	
  in	
  its	
  

first	
  five	
  months	
  and	
  recently	
  reached	
  its	
  $1	
  million	
  milestone	
  in	
  charity	
  donations.79	
  

Despite	
  donations	
  to	
  charity,	
  taking	
  the	
  technology	
  further	
  to	
  the	
  logical	
  conclusion	
  of	
  this	
  pervasive	
  

technology	
  takes	
  us	
  into	
  a	
  highly	
  ethical	
  dilemma.	
  Knowledge	
  of	
  a	
  person’s	
  medical	
  conditions	
  or	
  

eating	
  habits	
  in	
  order	
  to	
  advertise	
  anything	
  from	
  relevant	
  foodstuffs,	
  dietary	
  supplements,	
  gym	
  

memberships	
  to	
  vacation	
  opportunities.	
  Knowledge	
  of	
  a	
  person’s	
  finance	
  and	
  spending	
  habits	
  to	
  

advertise	
  relevant	
  banking	
  or	
  credit	
  opportunities,	
  changing	
  insurance	
  or	
  telecoms	
  provider…	
  the	
  list	
  

is	
  endless.	
  Whether	
  this	
  would	
  be	
  acceptable,	
  wanted	
  or	
  indeed	
  moral	
  is	
  another	
  matter	
  entirely	
  

that	
  needs	
  to	
  be	
  debated	
  as	
  we	
  move	
  into	
  the	
  Intimate	
  Sphere.	
  Russell	
  Davies	
  sums	
  it	
  up,	
  

“There's	
  a	
  big	
  and	
  definite	
  difference	
  between	
  volunteering	
  data	
  on	
  a	
  website	
  and	
  having	
  it	
  

extracted	
  from	
  you	
  as	
  you	
  drive	
  along	
  the	
  street	
  or	
  surf	
  around	
  the	
  web.”80	
  

Though	
  commercial	
  organisations	
  are	
  not	
  necessarily	
  pushing	
  or	
  the	
  tagging	
  of	
  every	
  individual	
  as	
  

such,	
  they	
  certainly	
  are	
  pushing	
  for	
  the	
  tagging	
  of	
  every	
  single	
  item	
  and	
  the	
  ones	
  most	
  prone	
  to	
  

benefit	
  of	
  such	
  –	
  dismissing	
  concerns	
  and	
  without	
  clarity	
  on	
  how	
  and	
  if	
  dormant	
  RFID	
  can	
  be	
  

‘reawakened’	
  by	
  proximity	
  to	
  another	
  scanner	
  later	
  on.81	
  It	
  brings	
  to	
  bear	
  an	
  ethical	
  discussion	
  

surrounding	
  Digital	
  Citizenship	
  and	
  the	
  dilemma	
  for	
  living	
  safely	
  and	
  efficiently	
  in	
  an	
  included	
  online	
  

world	
  through	
  unparalleled	
  access	
  to	
  open	
  communication	
  forums	
  as	
  we	
  all	
  participate	
  in	
  a	
  broadly-­‐

based	
  cultural	
  transformation.82	
  Scientific	
  progress	
  and	
  technology	
  has	
  shrunk	
  us	
  to	
  a	
  global	
  village	
  

at	
  ever	
  increasing	
  speeds	
  leading	
  a	
  sense	
  of	
  nauseousness	
  as	
  things	
  appear	
  to	
  go	
  out	
  of	
  control.83	
  

Where	
  Habermas	
  discussed	
  culture	
  in	
  terms	
  of	
  pre-­‐Enlightenment,	
  or	
  pre-­‐Industrial	
  revolution,	
  we	
  

find	
  ourselves	
  discussing	
  pre-­‐Broadband	
  or	
  pre-­‐iPhone,84	
  such	
  is	
  the	
  speed	
  of	
  change.	
  	
  

Perception	
  drift	
  
In	
  addition	
  to	
  Habermas’	
  insights	
  it	
  would	
  seem	
  there	
  is	
  a	
  further	
  development	
  to	
  the	
  juxtaposition	
  

shaping	
  modern	
  society	
  beyond	
  consumerism,	
  namely	
  terrorism,	
  which	
  can	
  be	
  seen	
  as	
  the	
  violent	
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outpouring	
  of	
  the	
  structured	
  socio-­‐political	
  debate.	
  Yet	
  both	
  share	
  similarities	
  in	
  their	
  pervasive	
  

embedding	
  within	
  society	
  and	
  prevailing	
  invisibleness	
  to	
  the	
  masses.	
  	
  

In	
  commercialism	
  driven	
  from	
  capitalism,	
  the	
  need	
  to	
  promote	
  and	
  create	
  desire	
  for	
  the	
  ownership	
  

of	
  the	
  product	
  or	
  service	
  on	
  offer	
  sees	
  an	
  increasing	
  demand	
  to	
  know	
  more	
  of	
  an	
  intimate	
  portrayal	
  

of	
  any	
  given	
  individuals	
  interests	
  and	
  thought	
  patterns	
  in	
  order	
  to	
  have	
  a	
  more	
  relevant	
  conversation	
  

leading	
  to	
  conversion.	
  As	
  the	
  credit-­‐crunch	
  hits,	
  advertisers	
  globally	
  are	
  demanding	
  more	
  

accountability	
  for	
  the	
  ad	
  dollars	
  they	
  are	
  investing.85	
  As	
  John	
  Wanamaker	
  who	
  created	
  the	
  first	
  ever	
  

copyrighted	
  store	
  advertisement86	
  famously	
  said,	
  “I	
  know	
  half	
  the	
  money	
  I	
  spend	
  on	
  advertising	
  is	
  

wasted,	
  but	
  I	
  can	
  never	
  find	
  out	
  which	
  half.”	
  He	
  added	
  that	
  ‘if	
  you	
  can	
  identify	
  a	
  receptive	
  market,	
  

advertising	
  dollars	
  will	
  go	
  much	
  farther.’	
  	
  

Targeting	
  in	
  some	
  form	
  of	
  another	
  exists	
  within	
  all	
  advertising	
  media,	
  and	
  data	
  is	
  collated	
  through	
  a	
  

variety	
  of	
  methods	
  in	
  order	
  to	
  ascertain	
  better	
  media	
  buying	
  in	
  the	
  future.	
  Whether	
  through	
  panel	
  

research	
  or	
  esoteric	
  figures	
  based	
  on	
  formulaic	
  calculations,	
  the	
  data	
  is	
  not	
  accurate	
  enough	
  to	
  

ascertain	
  actual	
  consumer	
  behaviour	
  and	
  therefore	
  able	
  to	
  predict	
  Wanamaker’s	
  ‘which	
  half?’	
  David	
  

Cohen,	
  in	
  discussing	
  audience	
  composition	
  highlights	
  that	
  even	
  targeted	
  media	
  buys	
  based	
  on	
  

demographics,	
  i.e.	
  assuming	
  it	
  is	
  just	
  teens	
  read	
  teen	
  websites,	
  will	
  only	
  deliver	
  50-­‐60%	
  of	
  intended	
  

audience;	
  40-­‐50%	
  of	
  the	
  impressions	
  are	
  wasted	
  as	
  they	
  do	
  not	
  reach	
  the	
  intended	
  audience.87	
  

Looking	
  at	
  global	
  figures	
  that	
  is	
  equating	
  to	
  over	
  $200Bn88	
  in	
  wasted	
  advertising	
  per	
  year	
  and	
  what	
  is	
  

more	
  daunting,	
  is	
  that	
  it	
  represents	
  a	
  sizable	
  percentage	
  of	
  a	
  any	
  given	
  companies	
  turnover.89	
  As	
  

technology	
  progresses,	
  the	
  ability	
  to	
  change	
  the	
  50%	
  of	
  ineffective	
  advertising	
  could	
  alter	
  outcomes	
  

dramatically.	
  Adjusting	
  the	
  ratio	
  so	
  that	
  75%	
  becomes	
  effective	
  and	
  25%	
  unknown	
  –potentially	
  

addresses	
  $100Bn	
  of	
  wasted	
  advertising	
  globally.	
  The	
  first	
  step	
  along	
  this	
  path	
  is	
  awareness,90using	
  

Personas	
  –	
  ethnographic	
  profiles	
  built	
  up	
  around	
  grouped	
  habits.91	
  Intimate	
  information	
  on	
  

consumer’s	
  browsing	
  and	
  searching	
  habits	
  or	
  known	
  personal	
  preferences	
  can	
  then	
  be	
  used	
  by	
  

marketing	
  technology	
  using	
  a	
  rules-­‐based	
  decision	
  to	
  determine	
  which	
  types	
  of	
  content	
  to	
  serve	
  and	
  

can	
  determine	
  an	
  appropriate	
  next	
  message	
  to	
  provoke	
  the	
  desirable	
  outcome.92	
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Increasing	
  relevancy	
  based	
  on	
  collected	
  data	
  can	
  foster	
  a	
  better	
  conversion	
  rate	
  through	
  aggregated	
  

creative	
  messages93	
  whilst	
  offering	
  something	
  that	
  strikes	
  a	
  chord	
  with	
  human	
  needs,	
  so	
  people	
  will	
  

be	
  motivated	
  to	
  respond	
  favourably.94	
  The	
  overall	
  solution	
  combines	
  the	
  brand	
  impact	
  afforded	
  by	
  

interactive	
  digital	
  advertising	
  with	
  online	
  consumer	
  behaviour	
  to	
  provide	
  a	
  more	
  comprehensive	
  

effectiveness	
  to	
  deliver	
  greater	
  efficiency	
  and	
  reduce	
  wastage.95	
  As	
  such	
  the	
  IAB	
  states	
  that	
  already	
  

20%	
  of	
  online	
  display	
  utilises	
  behavioural	
  advertising.96	
  Paul	
  Frampton	
  says,	
  what	
  gives	
  digital	
  

behavioural	
  marketing	
  an	
  edge	
  is	
  the	
  	
  fact	
  that	
  it	
  is	
  based	
  on	
  ‘actual’	
  rather	
  than	
  ‘assumed’	
  

behaviour.97	
  Yet	
  this	
  ‘actual’	
  is	
  at	
  the	
  very	
  root	
  of	
  an	
  intimate	
  exposure	
  of	
  every	
  individual	
  especially	
  

if	
  enhanced	
  by	
  specific	
  product	
  tracking	
  via	
  RFID	
  tags	
  that	
  could	
  mimic	
  cookies	
  in	
  the	
  connected	
  real	
  

world	
  scenario.	
  ComScore	
  suggests	
  10%	
  of	
  ads	
  in	
  US	
  are	
  already	
  locally	
  targeted	
  at	
  given	
  locations.98	
  

The	
  same	
  is	
  true	
  for	
  national	
  security.	
  The	
  rise	
  of	
  warfare	
  technology	
  saw	
  the	
  interaction	
  between	
  

the	
  two	
  groups	
  involved	
  in	
  battle	
  ever	
  increasing	
  in	
  distance	
  and	
  the	
  move	
  towards	
  camouflage	
  saw	
  

the	
  increased	
  invisibleness	
  of	
  the	
  enemy,	
  relying	
  further	
  on	
  technology	
  to	
  seek	
  the	
  opponent	
  out.	
  In	
  

modern	
  culture,	
  especially	
  where	
  terrorism	
  has	
  become	
  an	
  increasing	
  threat	
  in	
  the	
  light	
  of	
  9/11	
  

attacks	
  in	
  the	
  US99	
  in	
  2001	
  and	
  7/7	
  bombings	
  in	
  the	
  UK	
  in	
  2005,100	
  such	
  hiddenness	
  has	
  seen	
  that	
  

even	
  in	
  daylight	
  one	
  can	
  not	
  look	
  to	
  external	
  signs	
  such	
  as	
  cultural	
  dress,	
  or	
  even	
  age	
  or	
  gender,	
  to	
  

determine	
  who	
  is	
  a	
  potential	
  threat.	
  Fearing	
  yet	
  another	
  terrorist	
  attack	
  on	
  national	
  soil101	
  	
  

Habermas’	
  concern	
  very	
  much	
  identified	
  of	
  the	
  free-­‐press	
  beginning	
  to	
  be	
  controlled	
  by	
  the	
  state	
  is	
  

equally	
  rising	
  again.	
  The	
  US	
  made	
  inquiries	
  for	
  ISPs	
  to	
  record	
  all	
  customer	
  communications,102	
  to	
  

intercept	
  possible	
  terrorism.	
  The	
  EU	
  enforces	
  ISPs	
  and	
  mobile	
  phone	
  operators	
  to	
  ‘keep	
  all	
  details	
  of	
  

their	
  customer's	
  communications	
  for	
  between	
  six	
  months	
  and	
  two	
  years,’103	
  stating	
  communications	
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interception	
  is	
  ‘vital’.104	
  It	
  is	
  now	
  claimed	
  it	
  does	
  not	
  go	
  far	
  enough	
  and	
  needs	
  to	
  be	
  widened	
  to	
  place	
  

all	
  social-­‐networking	
  sites	
  under	
  surveillance.105	
  The	
  US	
  Library	
  of	
  Congress	
  announced	
  that	
  it	
  will	
  be	
  

acquiring	
  —	
  and	
  permanently	
  storing	
  —	
  the	
  entire	
  archive	
  of	
  public	
  Twitter	
  posts	
  of	
  their	
  100	
  million	
  

users	
  since	
  2006.106	
  RFID-­‐enabled	
  passports	
  in	
  UK	
  have	
  already	
  being	
  hacked	
  raising	
  serious	
  doubts	
  

over	
  security,107	
  and	
  the	
  UK	
  police	
  have	
  already	
  made	
  3,000	
  requests	
  for	
  RFID	
  collated	
  OysterCard	
  

data	
  in	
  under	
  one	
  year.108	
  According	
  to	
  Privacy	
  International	
  both	
  the	
  US	
  and	
  UK	
  are	
  at	
  ‘endemic’	
  

levels	
  of	
  surveillance,	
  aligning	
  them	
  with	
  Russia	
  and	
  China.109	
  

Whether	
  economic	
  or	
  fostering	
  safety,	
  what	
  we	
  are	
  seeing	
  here	
  is	
  a	
  governance	
  control	
  of	
  

information	
  from	
  both	
  commercial	
  and	
  national	
  levels,	
  which	
  drives	
  for	
  a	
  more	
  pervasive	
  and	
  

Intimate	
  Sphere	
  of	
  technology	
  to	
  ascertain	
  peoples	
  thoughts	
  and	
  challenging	
  the	
  very	
  concept	
  of	
  

individual	
  privacy	
  for	
  the	
  good	
  of	
  the	
  masses.	
  Opposition	
  is	
  calling	
  this	
  ‘extremely	
  intrusive’	
  to	
  store	
  

data	
  ‘just	
  in	
  case’	
  and	
  has	
  attracted	
  criticism	
  from	
  web	
  founder	
  Tim	
  Berners-­‐Lee	
  who	
  says	
  the	
  

Internet	
  should	
  not	
  be	
  used	
  to	
  be	
  ‘snooped	
  upon’.110	
  Furthermore	
  it	
  seeks	
  to	
  turn	
  this	
  willingly,	
  

shared	
  information	
  from	
  the	
  public	
  potentially	
  against	
  them,	
  under	
  the	
  marketing	
  guise	
  that	
  law-­‐

abiding	
  citizens	
  really	
  should	
  have	
  ‘nothing	
  to	
  hide’.	
  This	
  language	
  suggests	
  people	
  are	
  being	
  

‘manipulated’	
  or	
  ‘spun’	
  to	
  usher	
  in	
  an	
  Orwellian	
  society	
  –	
  ‘a	
  future	
  state	
  in	
  which	
  every	
  aspect	
  of	
  life	
  

is	
  controlled	
  by	
  Big	
  Brother’111	
  –	
  the	
  concept	
  from	
  George	
  Orwell’s	
  dystopian	
  1984	
  novel	
  about	
  a	
  

totalitarian	
  regime	
  of	
  nightmarish	
  pervasive	
  government	
  surveillance.112	
  

The	
  irony	
  is	
  this	
  all	
  makes	
  citizens	
  feel	
  less	
  safe.	
  As	
  Leslie	
  Harris,	
  President	
  and	
  CEO	
  of	
  the	
  Center	
  for	
  

Democracy	
  &	
  Technology	
  states,	
  ‘we	
  must	
  not	
  let	
  an	
  emotional	
  issue	
  potentially	
  jeopardize	
  the	
  

liberties	
  of	
  the	
  citizenry	
  and	
  the	
  privacy	
  of	
  their	
  electronic	
  communications,’113	
  especially	
  in	
  an	
  age114	
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of	
  ID	
  theft,115	
  hackers,116	
  mislaid117	
  and	
  sold118	
  consumer	
  data	
  which	
  does	
  nothing	
  to	
  assure	
  personal	
  

security.	
  Socio-­‐political	
  tensions	
  that	
  mimic	
  Hellenistic	
  times	
  of	
  Plato	
  concerned	
  with	
  governments	
  

and	
  morality	
  in	
  his	
  book	
  Republic,	
  highlighting	
  the	
  differences	
  in	
  justice	
  between	
  what	
  rulers	
  can	
  do	
  

and	
  what	
  they	
  impose	
  on	
  their	
  citizens,119	
  or	
  later	
  in	
  the	
  Roman	
  era	
  of	
  poet	
  Juvenal	
  who	
  uttered	
  the	
  

phrase	
  ‘who	
  watches	
  the	
  watchers?’120	
  Both	
  are	
  investigating	
  the	
  concept	
  of	
  ‘power’	
  in	
  relation	
  to	
  

‘intimacy’	
  as	
  they	
  relates	
  to	
  culture,	
  politics	
  and	
  economics,	
  which	
  are	
  now	
  being	
  thrashed	
  out	
  in	
  a	
  

multi-­‐cultural	
  world	
  stage.	
  Bohman’s	
  ‘public	
  of	
  publics’121	
  is	
  now	
  becoming	
  a	
  ‘public	
  of	
  intimacies.’	
  

ID	
  Rape	
  
The	
  fear	
  of	
  being	
  tracked	
  has	
  seen	
  the	
  rise	
  of	
  home	
  shredders	
  increase	
  as	
  to	
  the	
  fear	
  of	
  someone	
  

stealing	
  our	
  identity	
  and	
  using	
  it	
  for	
  their	
  own	
  gains.	
  ID	
  theft	
  is	
  a	
  radical	
  shift	
  from	
  the	
  muggings	
  and	
  

post-­‐office	
  hold-­‐ups	
  at	
  gunpoint	
  afforded	
  by	
  an	
  increasing	
  technological	
  society.	
  Though	
  arguably	
  

safer	
  for	
  an	
  individual’s	
  physical	
  wellbeing,	
  it	
  is	
  worse	
  from	
  the	
  extent	
  of	
  emotional	
  impact.	
  

However,	
  within	
  our	
  new	
  Intimate	
  Sphere,	
  usage	
  of	
  a	
  given	
  service	
  suggests	
  data	
  can	
  now	
  be	
  owned,	
  

transported	
  and	
  reused	
  where	
  traditionally	
  it	
  would	
  have	
  not	
  been	
  allowed	
  to	
  go.	
  It	
  is	
  beyond	
  

misinformed	
  thinking	
  that	
  resembling	
  Vance	
  Packard’s	
  book	
  The	
  Hidden	
  Persuaders	
  in	
  1957,	
  which	
  

suggested	
  advertisers	
  manipulate	
  expectations	
  and	
  induce	
  desire	
  for	
  products	
  through	
  consumer	
  

motivational	
  research	
  and	
  other	
  psychological	
  techniques.122	
  Today’s	
  marketing	
  technology	
  to	
  date	
  

has	
  been	
  used	
  in	
  a	
  far	
  more	
  hidden	
  and	
  coercive	
  manner	
  that	
  alienates	
  as	
  opposed	
  to	
  opens	
  a	
  

respectable	
  conversation	
  between	
  the	
  two	
  parties	
  the	
  way	
  we	
  would	
  do	
  so	
  in	
  real-­‐life	
  situations.	
  It	
  is	
  

rifling	
  through	
  ones’	
  garbage	
  bins,	
  having	
  seen	
  what	
  has	
  been	
  discussed	
  or	
  bought	
  and	
  assuming	
  the	
  

right	
  of	
  another	
  to	
  claim	
  ownership	
  of	
  that	
  data	
  and	
  then	
  openly	
  come	
  and	
  knock	
  on	
  their	
  door	
  and	
  

initiate	
  a	
  conversation	
  with	
  the	
  original	
  owner.	
  The	
  reaction	
  of	
  such	
  intimate	
  pervasiveness	
  takes	
  us	
  

beyond	
  ID	
  Theft,	
  into	
  the	
  concept	
  of	
  ID	
  Rape	
  where	
  the	
  consumer	
  feels	
  violated	
  in	
  an	
  incredibly	
  

personal	
  manner	
  beyond	
  their	
  wishes	
  and	
  as	
  such	
  causes	
  huge	
  backlash	
  and	
  anger.	
  

Within	
  such	
  automated	
  systems,	
  public	
  fear	
  extends	
  to	
  distrust	
  of	
  those	
  in	
  political	
  office	
  or	
  

commerce	
  seeking	
  to	
  affect	
  them	
  in	
  a	
  potentially	
  negative	
  way,	
  ultimately	
  rejecting	
  this	
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technological	
  progress	
  based	
  on	
  assumption.	
  In	
  discussing	
  targeting	
  with	
  Greg	
  Nikolettos	
  from	
  the	
  

privacy	
  movement	
  ‘We	
  The	
  People	
  Will	
  Not	
  Be	
  Chipped’	
  (WTPWNBC),123	
  stated:	
  

“What	
  they	
  don’t	
  say,	
  but	
  clearly	
  is	
  the	
  belief,	
  is	
  that	
  you	
  are	
  information	
  to	
  be	
  indexed.	
  They	
  

are	
  monetising	
  me	
  in	
  a	
  means	
  that	
  is	
  evil	
  when	
  I	
  provide	
  a	
  revenue	
  stream	
  to	
  them	
  by	
  using	
  

[their]	
  search	
  of	
  which	
  there	
  is	
  no	
  reward	
  back.”124	
  

The	
  Internet	
  Advertising	
  Bureau	
  (IAB)	
  as	
  self-­‐proclaimed	
  governing	
  body	
  for	
  the	
  online	
  industry	
  

recently	
  weighed	
  in	
  with	
  their	
  ‘Code	
  of	
  Conduct’	
  surrounding	
  behavioural	
  advertising,	
  stressing	
  

consumers	
  must	
  have	
  the	
  right	
  to	
  be	
  suitably	
  notified	
  and	
  opt-­‐out	
  of	
  data	
  collection	
  technology.125	
  

Similarly,	
  the	
  EU	
  Consumer	
  Commissioner	
  Meglena	
  Kuneva	
  has	
  created	
  a	
  new	
  industry	
  body	
  under	
  

the	
  Article	
  29	
  Data	
  Protection	
  Working	
  Party,126	
  which	
  seeks	
  to	
  protect	
  individuals	
  right	
  to	
  privacy	
  

with	
  regard	
  to	
  the	
  processing	
  of	
  personal	
  data.127	
  Commissioner	
  Reding	
  makes	
  it	
  even	
  more	
  succinct,	
  	
  

“Europe	
  has	
  clear	
  principles	
  concerning	
  privacy	
  and	
  the	
  protection	
  of	
  personal	
  data.	
  They	
  are	
  

fundamental	
  rights!”128	
  

Evaluating	
  the	
  debate	
  
In	
  establishing	
  a	
  methodology	
  for	
  trying	
  to	
  ascertain	
  such	
  huge	
  socio-­‐political	
  changes	
  we	
  need	
  to	
  

embrace	
  multiple	
  cultures,	
  traditions,	
  beliefs	
  –	
  in	
  order	
  to	
  strike	
  a	
  balance	
  without	
  creating	
  fear	
  –	
  

whether	
  driven	
  by	
  personal,	
  commercial	
  or	
  political	
  means.	
  We	
  cannot	
  rely	
  upon	
  any	
  kind	
  of	
  tangible	
  

action-­‐inquiry	
  models	
  where	
  we	
  observe	
  and	
  measure	
  impact	
  in	
  one	
  area	
  upon	
  another	
  because	
  

much	
  of	
  this	
  discussion	
  is	
  philosophical	
  in	
  its	
  nature	
  as	
  well	
  as	
  potentially	
  volatile.	
  Trying	
  to	
  find	
  a	
  

point	
  of	
  reference	
  to	
  unlock	
  this	
  as	
  a	
  mathematical	
  formula	
  X+Y=Z	
  is	
  not	
  clear	
  cut	
  as	
  there	
  are	
  many	
  

'emotions'	
  clouding	
  judgement	
  when	
  we	
  consider	
  progress.	
  Experiential	
  learning	
  methodologies	
  

which	
  seeks	
  to	
  isolate	
  problems	
  at	
  a	
  particular	
  stage129	
  would	
  not	
  work	
  here,	
  as	
  we	
  are	
  potentially	
  

not	
  so	
  much	
  as	
  being	
  able	
  to	
  learn	
  from	
  mistakes,	
  but	
  potentially	
  never	
  recovering	
  from	
  them.	
  	
  

Proceeding	
  with	
  caution	
  and	
  pre-­‐empting	
  where	
  reactions	
  will	
  lay	
  means	
  we	
  cannot	
  blindly	
  try	
  ‘field	
  

theory’,	
  hoping	
  for	
  the	
  best	
  by	
  attempting	
  to	
  ascertain	
  social	
  behaviour	
  and	
  group	
  dynamics.130	
  The	
  

social	
  research	
  method	
  of	
  inductive	
  reasoning	
  to	
  give	
  us	
  an	
  open-­‐ended	
  and	
  exploratory	
  framework	
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  Available	
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  Available	
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for	
  us	
  to	
  look	
  at	
  specific	
  observations	
  and	
  measure	
  data	
  points,131	
  begin	
  to	
  detect	
  patterns	
  and	
  

ascertain	
  regularities	
  within	
  them,	
  formulate	
  some	
  tentative	
  hypotheses,	
  in	
  order	
  to	
  develop	
  some	
  

general	
  conclusions	
  as	
  to	
  how	
  things	
  may	
  develop.132It	
  means	
  we	
  need	
  leave	
  certain	
  preconceptions	
  

or	
  deduced	
  formal	
  logic	
  and	
  explore	
  both	
  sides	
  of	
  the	
  debate	
  in	
  order	
  to	
  find	
  a	
  balanced	
  approach.	
  	
  

The	
  move	
  to	
  the	
  Intimate	
  Sphere	
  naturally	
  raises	
  concerns	
  towards	
  what	
  safety	
  measures	
  are	
  in	
  

place	
  to	
  protect	
  the	
  unlawful	
  or	
  unwanted	
  sharing	
  of	
  data.	
  Protection	
  of	
  ‘choice’	
  and	
  personal	
  

freedom	
  needs	
  to	
  be	
  developed	
  in	
  the	
  overlaying	
  of	
  Intimate	
  within	
  Habermas’	
  Public	
  or	
  Private	
  

Sphere.	
  Marketing	
  technology	
  needs	
  to	
  move	
  into	
  an	
  open	
  discussion	
  to	
  empower	
  individuals	
  to	
  

make	
  choices	
  in	
  an	
  equal	
  manner	
  to	
  those	
  wishing	
  to	
  engage	
  with	
  them,	
  similar	
  to	
  shopping	
  on	
  the	
  

high	
  street.	
  If	
  I	
  walked	
  into	
  a	
  store	
  and	
  as	
  a	
  man	
  picked-­‐up	
  a	
  dress,	
  a	
  well-­‐meaning	
  assistant	
  would	
  

seek	
  to	
  ask;	
  ‘Can	
  I	
  help,	
  sir?	
  Are	
  you	
  looking	
  for	
  something	
  for	
  someone?’	
  The	
  more	
  information	
  I	
  am	
  

prepared	
  to	
  give	
  away	
  in	
  dialogue,	
  the	
  greater	
  the	
  assistant’s	
  ability	
  to	
  help	
  me	
  make	
  an	
  informed	
  

choice	
  of	
  purchase.	
  However,	
  I	
  could	
  equally	
  turn	
  and	
  say;	
  ‘No	
  it	
  is	
  OK.	
  I	
  am	
  just	
  browsing,	
  thanks.’	
  	
  

In	
  this	
  instance,	
  the	
  display	
  shows	
  the	
  variety	
  wares	
  on	
  offer	
  to	
  the	
  public	
  at	
  large,	
  i.e.	
  mass-­‐media,	
  

and	
  once	
  someone	
  spikes	
  interest	
  the	
  discourse	
  from	
  a	
  shop	
  assistant	
  aiding	
  the	
  conversion	
  journey	
  

through	
  a	
  one-­‐on-­‐one	
  discussion.	
  This	
  however	
  is	
  only	
  one	
  aspect	
  of	
  individualization.	
  The	
  location	
  

and	
  proximity	
  also	
  has	
  a	
  bearing,	
  i.e.	
  am	
  I	
  walking	
  past	
  the	
  shop	
  as	
  well	
  as	
  prior	
  knowledge,	
  i.e.	
  do	
  I	
  

have	
  a	
  penchant	
  for	
  a	
  particular	
  brand,	
  am	
  in	
  in	
  the	
  mind-­‐set	
  for	
  purchase	
  or	
  merely	
  browsing,	
  are	
  

all	
  factors	
  that	
  can	
  now	
  be	
  ascertained	
  through	
  data-­‐driven	
  technological	
  solutions	
  based	
  on	
  the	
  

sharing	
  of	
  data.	
  This	
  will	
  only	
  be	
  enhanced	
  with	
  greater	
  adoption	
  of	
  near	
  field	
  sensors	
  and	
  seeing	
  a	
  

private	
  interaction	
  in	
  Public	
  Sphere	
  triggering	
  an	
  intimate	
  message	
  on	
  a	
  personal	
  screen.	
  Therefore	
  

an	
  ethical	
  and	
  philosophical	
  discussion	
  can	
  afford	
  the	
  flexibility	
  to	
  find	
  a	
  path	
  for	
  progress	
  towards	
  

the	
  need	
  for	
  a	
  real-­‐time	
  decision	
  engine	
  that	
  offers	
  control	
  back	
  to	
  the	
  masses	
  that	
  both	
  answers	
  the	
  

‘no,	
  thank	
  you,	
  I	
  am	
  just	
  browsing’	
  shop-­‐mentality	
  to	
  ‘yes,	
  I	
  would	
  like	
  assistance,’	
  understanding	
  

that	
  assistance	
  is	
  immediate	
  and	
  may	
  not	
  be	
  relevant	
  tomorrow	
  when	
  I	
  may	
  already	
  have	
  moved	
  on.	
  	
  

Paternalistic	
  power	
  
An	
  EU	
  council	
  was	
  held	
  in	
  Lisbon	
  in	
  2007	
  over	
  the	
  concern	
  that	
  Europe	
  is	
  ‘lagging	
  behind’	
  the	
  rest	
  of	
  

the	
  world	
  in	
  RFID	
  adoption,	
  which	
  will	
  result	
  in	
  holding	
  back	
  the	
  Information	
  Society.133	
  The	
  EU	
  

Consumer	
  Commissioner	
  Meglena	
  Kuneva	
  is	
  concerned	
  with	
  the	
  consumer’s	
  rights	
  against	
  progress.	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
131	
  Information	
  gleaned	
  from:	
  http://changingminds.org/disciplines/argument/types_reasoning/induction.htm	
  
132	
  Trochim,	
  W.M.K.	
  Deduction	
  &	
  Induction,	
  20	
  October	
  2006.	
  Available	
  at:	
  
http://www.socialresearchmethods.net/kb/dedind.php	
  
133	
  Presidency	
  of	
  the	
  Council	
  fo	
  the	
  European	
  Union,	
  On	
  RFID	
  –	
  The	
  Next	
  Step	
  to	
  the	
  Internet	
  of	
  Things,	
  14	
  
November	
  2007.	
  Available	
  at:	
  http://www.statewatch.org/news/2007/nov/eu-­‐rfid-­‐of-­‐things.pdf	
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“If	
  cloud	
  computing	
  and	
  location-­‐based	
  services	
  become	
  pervasive	
  –	
  as	
  they	
  seem	
  destined	
  to	
  be	
  

–	
  the	
  sources	
  and	
  amount	
  of	
  data	
  collected	
  and	
  stored	
  in	
  remote	
  places	
  will	
  multiply.	
  We	
  must	
  

therefore	
  ensure	
  that	
  consumers	
  are	
  properly	
  protected	
  in	
  this	
  ever-­‐changing	
  environment.”134	
  

Tony	
  Bunyan	
  states	
  the	
  ‘EU	
  adopts	
  a	
  five-­‐year	
  plan	
  for	
  justice	
  and	
  home	
  affairs	
  affecting	
  many	
  areas	
  

of	
  citizens'	
  civil	
  liberties’	
  which	
  overrides	
  any	
  national	
  initiative.	
  He	
  highlights	
  the	
  plans	
  from	
  an	
  EU	
  

Council	
  Presidency	
  paper	
  for	
  what	
  he	
  terms	
  a	
  Digital	
  Tsunami,	
  which	
  will	
  ‘lead	
  to	
  behaviour	
  being	
  

predicted	
  and	
  assessed	
  by	
  “machines”	
  which	
  will	
  issue	
  orders	
  to	
  officers	
  on	
  the	
  spot.’135	
  

In	
  trying	
  to	
  address	
  the	
  development	
  of	
  experimental	
  scientific	
  revolution	
  in	
  the	
  religious	
  Middle	
  Ages,	
  

Sir	
  Francis	
  Bacon	
  is	
  attributed	
  to	
  coming	
  up	
  with	
  the	
  famous	
  aphorism	
  ‘knowledge	
  is	
  power’	
  in	
  his	
  

Meditationes	
  Sacrae	
  .136	
  The	
  phrase	
  implies	
  that	
  with	
  knowledge	
  or	
  education	
  a	
  person’s	
  potential	
  or	
  

abilities	
  in	
  life	
  will	
  probably	
  increase,	
  as	
  both	
  having	
  and	
  sharing	
  knowledge	
  is	
  the	
  basis	
  for	
  improving	
  

one's	
  reputation	
  and	
  influence,	
  the	
  power-­‐shift	
  Habermas’	
  Bourgeois	
  illustrated.	
  Collation	
  of	
  intimate	
  

data	
  of	
  human	
  life	
  through	
  tracking	
  suggests	
  power	
  to	
  either	
  the	
  advertiser	
  or	
  those	
  governing.	
  

Paradoxically,	
  it	
  can	
  also	
  be	
  seen	
  as	
  a	
  justification	
  for	
  reluctance	
  to	
  share	
  information	
  as	
  some	
  form	
  of	
  

advantage	
  can	
  be	
  gained	
  through	
  the	
  use	
  or	
  manipulation	
  of	
  knowledge.	
  This	
  fits	
  with	
  our	
  term	
  

‘consumer	
  in	
  control’	
  as	
  opposed	
  to	
  handing	
  over	
  all	
  power	
  to	
  the	
  state	
  where	
  we	
  could	
  assume	
  that	
  

as	
  John	
  Dalberg-­‐Acton	
  later	
  states,	
  if	
  ‘power	
  tends	
  to	
  corrupt,	
  absolute	
  power,	
  corrupts	
  absolutely.’137	
  

We	
  can	
  complement	
  this	
  with	
  the	
  work	
  of	
  19th	
  Century	
  philosopher	
  John	
  Stuart	
  Mill’s	
  essay	
  ‘On	
  

Liberty.’138	
  His	
  key	
  sentiment	
  was	
  “over	
  himself,	
  over	
  his	
  own	
  body	
  and	
  mind,	
  the	
  individual	
  is	
  

sovereign”.	
  Speaking	
  into	
  the	
  tyrannical	
  Victorian	
  society	
  in	
  which	
  he	
  lived	
  and	
  found	
  oppressive,	
  his	
  

work	
  discusses	
  the	
  nature	
  and	
  limits	
  of	
  power	
  that	
  should	
  be	
  legitimately	
  exercised	
  by	
  society	
  over	
  

an	
  individual.	
  He	
  sees	
  the	
  answer	
  in	
  the	
  citizens	
  own	
  liberty	
  becoming	
  the	
  moral	
  conscience	
  and	
  yard	
  

stick	
  for	
  measuring	
  authoritarian	
  control,	
  especially	
  true	
  for	
  driving	
  advanced	
  surveillance	
  in	
  a	
  

society	
  now	
  fuelled	
  by	
  fear	
  of	
  attack.	
  In	
  doing	
  so,	
  he	
  advocated	
  both	
  moral	
  and	
  economic	
  freedom	
  of	
  

individuals	
  from	
  the	
  state,	
  which	
  he	
  calls	
  the	
  ‘tyranny	
  of	
  the	
  majority’,	
  wherein	
  through	
  control	
  of	
  

etiquette	
  and	
  morality,	
  society	
  is	
  an	
  unelected	
  power	
  that	
  can	
  do	
  horrific	
  things.139	
  However,	
  ‘the	
  

end	
  can	
  never	
  justify	
  the	
  means,’140	
  but	
  rather	
  technology	
  can	
  become	
  a	
  means	
  of	
  shaping	
  change.	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
134	
  Out-­‐Law	
  News,	
  Commission	
  forms	
  industry	
  body	
  to	
  solve	
  behavioural	
  advertising	
  problems,	
  16	
  November	
  
2009.	
  Available	
  at:	
  http://www.out-­‐law.com/page-­‐10526Error!	
  Bookmark	
  not	
  defined.	
  
135	
  Bunyan,	
  T.	
  The	
  surveillance	
  society	
  is	
  an	
  EU-­‐wide	
  issue,	
  28	
  May	
  2009.	
  Available	
  at:	
  
http://www.guardian.co.uk/commentisfree/libertycentral/2009/may/28/eu-­‐view-­‐surveillance-­‐society	
  
136	
  NationMaster	
  Encylopedia,	
  Scientia	
  potentia	
  est,	
  20	
  November	
  2009.	
  Available	
  at:	
  
http://www.statemaster.com/encyclopedia/Scientia-­‐potentia-­‐est	
  
137	
  Information	
  gleaned	
  from:	
  http://en.wikipedia.org/wiki/John_Dalberg-­‐Acton,_1st_Baron_Acton	
  
138	
  Stuart	
  Mill,	
  J.S.	
  On	
  Liberty,	
  People's	
  Edition	
  (London:	
  Longmans,	
  Green	
  &	
  Co.,	
  1913).	
  
139	
  Information	
  gleaned	
  from:	
  http://plato.stanford.edu/entries/mill	
  
140	
  Information	
  gleaned	
  from:	
  http://plato.stanford.edu/entries/ethics-­‐deontological	
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From	
  a	
  sociological	
  point	
  of	
  view,	
  Ferdinand	
  Tönnies	
  presents	
  us	
  two	
  types	
  of	
  social	
  groupings: 
Gemeinschaft	
  and	
  Gesellschaft,	
  the	
  former	
  stressing	
  family	
  or	
  community	
  relationships,	
  the	
  latter	
  

stressing	
  individualism	
  and	
  groups	
  within	
  society.	
  The	
  importance	
  here	
  is	
  that	
  as	
  opposed	
  to	
  the	
  

bonds	
  of	
  blood	
  being	
  thicker	
  than	
  water,	
  Gesellschaft	
  sees	
  social	
  ties	
  as	
  more	
  superficial,	
  with	
  self-­‐

interest	
  and	
  exploitation	
  increasingly	
  the	
  norm	
  and	
  this	
  was	
  especially	
  true	
  as	
  he	
  criticized	
  the	
  

growing	
  popularity	
  of	
  Nazism	
  in	
  his	
  own	
  country.141	
  This	
  has	
  value	
  for	
  us	
  to	
  look	
  at	
  the	
  commercial	
  or	
  

political	
  drivers	
  within	
  RFID	
  technology	
  that	
  can	
  stand	
  in	
  juxtaposition	
  with	
  what	
  we	
  wish	
  to	
  happen	
  

within	
  the	
  intimate	
  privacy	
  of	
  family	
  life,	
  which	
  are	
  seen	
  as	
  invasive	
  and	
  Big	
  Brother-­‐ish.	
  

Tim	
  Jordan	
  takes	
  us	
  into	
  further	
  exploration	
  in	
  his	
  book	
  CyberPower	
  asks	
  the	
  question	
  ‘if	
  knowledge	
  

is	
  power,	
  then	
  what	
  kind	
  of	
  knowledge	
  leads	
  to	
  cyberpower?’	
  He	
  discusses	
  three	
  types	
  of	
  power:	
  

Power	
  as	
  possession	
  in	
  order	
  to	
  force	
  actions	
  upon	
  another,	
  such	
  as	
  someone	
  wielding	
  a	
  gun;	
  power	
  

as	
  social	
  order	
  in	
  terms	
  of	
  accepted	
  norms	
  for	
  maintaining	
  balance	
  as	
  we	
  go	
  about	
  our	
  business,	
  such	
  

as	
  adhering	
  to	
  traffic	
  lights;	
  power	
  as	
  domination	
  as	
  seen	
  in	
  equality	
  between	
  people	
  such	
  as	
  one	
  

persons	
  wish	
  to	
  play	
  music	
  loud,	
  and	
  the	
  others	
  offense	
  at	
  it	
  as	
  it	
  upsets	
  cultural	
  balance.142	
  His	
  

argument	
  is	
  that	
  in	
  order	
  for	
  balance	
  to	
  be	
  achieved,	
  personal	
  expression	
  must	
  be	
  held	
  within	
  

certain	
  tensions,	
  without	
  technology	
  or	
  the	
  companies	
  behind	
  them	
  overruling	
  the	
  individual’s	
  

experience.	
  It	
  is	
  a	
  blurring	
  of	
  the	
  socio-­‐political	
  rules	
  that	
  govern	
  everyday	
  life	
  where	
  the	
  premise	
  

from	
  a	
  person’s	
  level	
  is	
  ‘do	
  I	
  want	
  [this]	
  to	
  be	
  a	
  normal	
  part	
  of	
  society	
  when	
  I	
  can’t	
  speak	
  freely	
  here	
  

or	
  type	
  an	
  email	
  here	
  or	
  write	
  a	
  letter	
  there	
  or	
  in	
  case	
  I	
  do	
  something	
  wrong?’143	
  

A	
  philosophical	
  investigation	
  into	
  the	
  Internet	
  by	
  Graham	
  Gordon,	
  questions	
  how	
  the	
  Internet	
  affect	
  

our	
  concepts	
  of	
  identity,	
  moral	
  anarchy,	
  censorship,	
  community,	
  democracy,	
  virtual	
  reality	
  and	
  

imagination	
  as	
  we	
  step	
  into	
  our	
  technology	
  future?	
  Drawing	
  on	
  parallels	
  in	
  the	
  Luddite	
  movement	
  in	
  

the	
  nineteenth	
  century	
  where	
  textile	
  factory	
  workers	
  in	
  Northern	
  England	
  smashed	
  machinery,	
  as	
  

they	
  feared	
  their	
  jobs	
  and	
  livelihoods	
  were	
  at	
  stake	
  as	
  they	
  opposed	
  technological	
  innovation	
  and	
  

were	
  harshly	
  crushed	
  in	
  their	
  quake.	
  So	
  we	
  now	
  find	
  modern	
  neo-­‐luddites	
  opposing	
  the	
  

development	
  of	
  information	
  technology	
  and	
  the	
  Internet	
  of	
  Things,	
  whilst	
  technophiles	
  dismiss	
  any	
  

concerns	
  as	
  they	
  rush	
  to	
  create	
  a	
  technical	
  ‘cornucopia	
  that	
  will	
  remedy	
  all	
  ills.’	
  Gordon	
  suggests	
  that	
  

discussions	
  around	
  the	
  Internet	
  are	
  widely	
  exaggerated	
  and	
  will	
  neither	
  achieve	
  the	
  optimism	
  or	
  

pessimism	
  being	
  proposed,	
  but	
  will	
  find	
  a	
  symbiotic	
  balance	
  with	
  mankind	
  as	
  those	
  most	
  excited	
  by	
  

the	
  technology	
  will	
  also	
  seek	
  to	
  address	
  the	
  problems	
  as	
  and	
  when	
  they	
  arise.144	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
141	
  Deflem,	
  M.	
  Tönnies,	
  Ferdinand	
  (1855-­‐1936),	
  ed.	
  Edward	
  Craig	
  (London:	
  Routledge	
  Encyclopedia	
  of	
  
Philosophy,	
  2001).	
  
142	
  Jordan,	
  T.	
  Cyberpower:	
  the	
  culture	
  and	
  politics	
  of	
  cyberspace	
  and	
  the	
  Internet	
  (London:	
  Routledge,	
  1999).	
  
143	
  Doctorow,	
  C.	
  Britain's	
  new	
  Internet	
  law	
  -­‐-­‐	
  as	
  bad	
  as	
  everyone's	
  been	
  saying,	
  and	
  worse.	
  Much,	
  much	
  worse.,	
  
20	
  November	
  2009.	
  Available	
  at:	
  http://boingboing.net/2009/11/20/britains-­‐new-­‐interne.html	
  
144	
  Graham,	
  G.	
  The	
  Internet:	
  a	
  philosophical	
  inquiry	
  (London:	
  Routledge,	
  1999).	
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More	
  recently,	
  Adam	
  Greenfield	
  too	
  offers	
  a	
  note	
  of	
  caution	
  as	
  we	
  rush	
  into	
  the	
  UbiComp	
  world	
  

stating	
  that	
  designers	
  must	
  build	
  protective	
  measures	
  into	
  this	
  digital	
  environment	
  to	
  maintain	
  a	
  

balance	
  between	
  technology	
  and	
  people’s	
  sense	
  of	
  wellbeing	
  when	
  all	
  things	
  are	
  visible	
  on	
  the	
  grid,	
  

from	
  every	
  car	
  to	
  every	
  can	
  of	
  Coke	
  to	
  every	
  breath	
  of	
  energy	
  drawn	
  into	
  our	
  homes.	
  

“This	
  is	
  not	
  paternalism:	
  in	
  fact,	
  it	
  is	
  just	
  the	
  opposite.	
  Where	
  paternalism	
  is	
  the	
  limitation	
  of	
  

choice,	
  all	
  I	
  am	
  arguing	
  for	
  is	
  that	
  people	
  be	
  informed	
  just	
  what	
  it	
  is	
  they	
  are	
  being	
  offered	
  in	
  

everyware,	
  at	
  every	
  step	
  of	
  the	
  way,	
  so	
  they	
  can	
  make	
  meaningful	
  decisions	
  about	
  the	
  place	
  

they	
  wish	
  it	
  to	
  have	
  in	
  their	
  lives.”145	
  	
  

Addressing	
  consumer	
  fears	
  
The	
  argument	
  has	
  been	
  raised	
  for	
  an	
  open	
  transparency	
  to	
  consumers,	
  written	
  in	
  simple	
  language,	
  

so	
  that	
  they	
  have	
  the	
  ability	
  to	
  opt-­‐in	
  and	
  an	
  equal	
  ability	
  to	
  opt-­‐out	
  at	
  any	
  given	
  stage.146	
  Thus	
  the	
  

data	
  can	
  be	
  used	
  to	
  serve	
  more	
  relevant	
  content,	
  or	
  advertising,	
  to	
  the	
  consumer	
  if	
  they	
  so	
  wish.	
  The	
  

fear	
  is	
  consumers	
  will	
  struggle	
  to	
  accept	
  or	
  understand	
  the	
  issues	
  and	
  therefore	
  the	
  need	
  for	
  clarity.	
  

In	
  September	
  2009	
  the	
  Federal	
  Trade	
  Commission	
  (FTC)	
  unveil	
  a	
  series	
  of	
  public	
  roundtables	
  to	
  focus	
  

on	
  the	
  ‘effect	
  of	
  modern	
  technology	
  and	
  business	
  practices	
  on	
  the	
  privacy	
  of	
  consumer	
  information,’	
  

trying	
  to	
  balance	
  the	
  concerns	
  for	
  consumer	
  privacy,	
  beneficial	
  use	
  of	
  consumer	
  information	
  and	
  

technological	
  innovation.147	
  In	
  response	
  to	
  that	
  request,	
  researchers	
  at	
  the	
  Universities	
  of	
  California	
  

and	
  Pennsylvania	
  released	
  a	
  study	
  entitled	
  “Americans	
  Reject	
  Tailored	
  Advertising”	
  reporting	
  that	
  

66%	
  of	
  Americans	
  reject	
  targeted	
  advertising	
  online;	
  86%	
  reject	
  such	
  ads	
  when	
  told	
  they	
  are	
  made	
  

possible	
  through	
  online	
  data	
  collection.148	
  Jeff	
  Cole,	
  Director	
  of	
  Centre	
  for	
  Digital	
  Future	
  at	
  USC	
  

Annenberg	
  School	
  has	
  been	
  monitoring	
  global	
  consumer	
  adoption	
  of	
  the	
  Internet	
  over	
  the	
  many	
  

years.149	
  Asked	
  if	
  this	
  is	
  ‘an	
  issue	
  for	
  governmental	
  policy?’	
  He	
  duly	
  responded;	
  

“Study	
  after	
  study	
  show	
  that	
  consumers	
  do	
  not	
  want	
  any	
  information	
  on	
  their	
  personal	
  lives	
  

collected	
  and	
  legislators	
  seem	
  happy	
  to	
  ‘come	
  to	
  the	
  rescue.’	
  The	
  problem	
  is	
  that	
  consumers	
  

are	
  answering	
  reflexively….	
  They	
  should	
  be	
  asked	
  if	
  they	
  prefer	
  information	
  collected	
  (with	
  safe	
  

guards)	
  as	
  a	
  way	
  to	
  not	
  pay	
  for	
  content.”150	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
145	
  Greenfield,	
  A.	
  Everyware:	
  the	
  dawning	
  age	
  of	
  ubiquitous	
  computing	
  (Bereley,	
  CA:	
  New	
  Riders,	
  2006).	
  p226	
  
146	
  Kawamoto,	
  D.	
  ISPs:	
  Self-­‐regulation	
  best	
  for	
  ad	
  privacy,	
  25	
  September	
  2008.	
  Available	
  at:	
  
http://news.cnet.com/8301-­‐1023_3-­‐10051244-­‐93.html	
  
147	
  Federal	
  Trade	
  Commission,	
  FTC	
  to	
  Host	
  Public	
  Roundtables	
  to	
  Address	
  Evolving	
  Consumer	
  Privacy	
  Issues,	
  15	
  
September	
  2009.	
  Avaialble	
  at:	
  http://www.ftc.gov/opa/2009/09/privacyrt.shtm	
  
148	
  Annenberg	
  School	
  for	
  Communication	
  at	
  the	
  University	
  of	
  Pennsylvania,	
  Americans	
  Reject	
  Tailored	
  
Advertising:	
  Study	
  Contradicts	
  Claims	
  by	
  Marketers,	
  30	
  September	
  2009,	
  Available	
  at:	
  
http://www.asc.upenn.edu/news/NewsDetail.aspx?nid=612	
  
149	
  Information	
  can	
  be	
  found	
  at:	
  http://www.digitalcenter.org/pages/current_report.asp?intGlobalId=43	
  
150	
  Taken	
  from	
  an	
  email	
  exchange	
  on	
  18	
  November	
  2009	
  between	
  Dean	
  Donaldson	
  and	
  Jeffrey	
  Cole.	
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Though	
  we	
  have	
  come	
  to	
  expect	
  content	
  online	
  being	
  free,	
  the	
  historic	
  quality	
  of	
  both	
  content	
  and	
  

advertising	
  are	
  somewhat	
  poorer	
  then	
  a	
  glossy	
  magazine	
  or	
  television.	
  Advertising	
  is	
  the	
  main	
  way	
  to	
  

avoid	
  paying	
  for	
  content	
  and	
  the	
  key	
  is	
  to	
  create	
  better	
  quality	
  ads	
  that	
  are	
  both	
  entertaining	
  and	
  

informative.	
  People	
  have	
  always	
  had	
  the	
  option	
  to	
  flick	
  past	
  ads	
  in	
  magazines	
  and	
  can	
  now	
  skip	
  ads	
  

on	
  television	
  –	
  especially	
  if	
  not	
  relevant.151	
  Yet	
  equally	
  they	
  purchase	
  magazines	
  that	
  either	
  include	
  

ads,	
  or	
  indeed	
  are	
  fully	
  ad	
  focussed,	
  such	
  as	
  AutoTrader,	
  if	
  they	
  consider	
  this	
  a	
  helpful	
  resource	
  to	
  

help	
  make	
  informed	
  decisions.	
  In	
  understanding	
  actual	
  consumer	
  behaviour,	
  technology	
  facilitates	
  

‘interest-­‐based	
  advertising’	
  in	
  the	
  same	
  way	
  Amazon	
  product	
  suggestions152	
  work,	
  which	
  too	
  caused	
  

initial	
  reactions	
  when	
  they	
  launched	
  ‘personalized	
  recommendations’	
  over	
  ten	
  years	
  ago.153	
  

The	
  online	
  streaming	
  music	
  service	
  Spotify	
  already	
  places	
  both	
  visual	
  and	
  audio	
  ads	
  within	
  its	
  

software,	
  allowing	
  consumers	
  to	
  listen	
  to	
  music	
  freely	
  around	
  the	
  world	
  but	
  receive	
  ads	
  targeted	
  

against	
  registration	
  data	
  so	
  that	
  ads	
  from	
  their	
  own	
  country	
  /	
  native	
  language	
  are	
  served	
  to	
  them.	
  

Consumers	
  can	
  upgrade	
  to	
  a	
  subscription-­‐based	
  model	
  to	
  avoid	
  ads.	
  In	
  this	
  regard	
  the	
  consumer	
  has	
  

choice.	
  Though	
  certainly	
  in	
  the	
  mind	
  of	
  one	
  young	
  consumer	
  it	
  does	
  not	
  go	
  far	
  enough.	
  

“You	
  shud	
  ask	
  costumers	
  wot	
  dare	
  intrests	
  are	
  and	
  then	
  you	
  can	
  target	
  the	
  right	
  ads	
  at	
  the	
  

right	
  people.	
  They’ll	
  be	
  more	
  of	
  a	
  chance	
  that	
  people	
  will	
  actually	
  respond	
  to	
  the	
  

service/product	
  being	
  advertised.”154	
  ‘Malteasermel’	
  re:	
  Spotify	
  ads.	
  Age	
  unknown.	
  

Although	
  the	
  public	
  has	
  become	
  accepting	
  of	
  ‘personal	
  recommendations’	
  on	
  websites	
  and	
  with	
  the	
  

rise	
  of	
  social	
  media	
  requiring	
  logged-­‐in	
  access	
  for	
  personalised	
  content,	
  so	
  too	
  has	
  their	
  knowledge	
  

about	
  cookies,	
  though	
  they	
  seem	
  to	
  both	
  improve	
  and	
  detract	
  from	
  their	
  experience.155	
  The	
  rate	
  of	
  

cookie	
  deletion	
  amongst	
  web	
  users	
  has	
  gone	
  up	
  to	
  30%	
  per	
  month,156	
  showing	
  a	
  rising	
  trend	
  in	
  

‘consumer	
  in	
  control’	
  and	
  the	
  confidence	
  they	
  have	
  in	
  being	
  able	
  to	
  opt-­‐in	
  and	
  out	
  as	
  they	
  desire.	
  	
  

Addressing	
  addressability	
  
The	
  implications	
  for	
  behavioural	
  targeting	
  or	
  addressable	
  advertising	
  are	
  already	
  here	
  and	
  will	
  only	
  

be	
  exasperated	
  as	
  we	
  move	
  forward	
  through	
  RFID	
  or	
  otherwise.157	
  Adoption	
  needs	
  to	
  be	
  grounded	
  in	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
151	
  Business	
  Week,	
  The	
  Sound	
  Of	
  Many	
  Hands	
  Zapping,	
  26	
  May	
  2006.	
  Available	
  at:	
  
http://www.businessweek.com/magazine/content/06_21/b3985063.htm	
  
152	
  Hof,	
  R.D.,	
  Some	
  matches	
  are	
  not	
  exactly	
  made	
  in	
  heaven,	
  24	
  September	
  1998.	
  Available	
  at:	
  
http://www.businessweek.com/1998/40/b3598030.htm	
  
153	
  Jacobi,	
  J.A.,	
  Benson,	
  E.	
  &	
  Linden,	
  Gregory	
  D.,	
  US	
  Patent	
  7113917	
  -­‐	
  Personalized	
  recommendations	
  of	
  items	
  
represented	
  within	
  a	
  database,	
  26	
  September	
  2006.	
  Available	
  at:	
  http://www.patentstorm.us/patents/7113917.html	
  
154	
  Information	
  gleaned	
  from:	
  https://www.spotify.com/blog/archives/2008/07/31/ads-­‐in-­‐spotify/	
  
155	
  eMarketer,	
  Cookies	
  Confuse	
  Some	
  Consumers,	
  27	
  July	
  2007.	
  Available	
  at:	
  
http://www.emarketer.com/Article.aspx?R=1005189	
  
156	
  ComScore,	
  U.S.	
  Client	
  Newsletter	
  -­‐	
  May	
  2009	
  Edition,	
  1	
  May	
  2009,	
  Available	
  at:	
  
http://www.comscore.com/Newsletter/2009/May/US_Client_Newsletter/(language)/eng-­‐US	
  
157	
  Xiller	
  GmbH,	
  The	
  potential	
  and	
  dangers	
  of	
  advertising	
  with	
  RFID,	
  12	
  August	
  2009.	
  Available	
  at:	
  
http://www.pressreleasepoint.com/potential-­‐and-­‐dangers-­‐advertising-­‐rfid	
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a	
  two-­‐fold	
  approach.	
  Firstly	
  there	
  needs	
  to	
  be	
  commitment	
  for	
  investigation	
  in	
  the	
  areas	
  surrounding	
  

personal	
  security	
  –	
  how	
  to	
  allow	
  open	
  access	
  when	
  needed	
  and	
  lock-­‐down	
  when	
  not.	
  It	
  has	
  to	
  be	
  

proven	
  to	
  be	
  infallible.	
  Secondly,	
  there	
  needs	
  to	
  be	
  total	
  transparency	
  on	
  behalf	
  of	
  the	
  advertiser	
  

and	
  complete	
  control	
  by	
  the	
  consumer	
  for	
  addressable	
  advertising	
  to	
  move	
  forward.	
  	
  

Jim	
  Morris	
  of	
  Carnegie-­‐Mellon	
  University	
  proposes	
  a	
  general	
  method	
  for	
  approaching	
  the	
  security	
  

issues:	
  ‘build	
  computer	
  systems	
  to	
  have	
  the	
  same	
  privacy	
  safeguards	
  as	
  the	
  real	
  world,	
  but	
  no	
  more,	
  

so	
  that	
  ethical	
  conventions	
  will	
  apply	
  regardless	
  of	
  setting.	
  Given	
  the	
  ease	
  in	
  scamming	
  credit	
  cards,	
  

this	
  may	
  not	
  go	
  far	
  enough,	
  but	
  companies	
  like	
  RSA	
  Laboratories	
  are	
  researching	
  ‘new	
  techniques	
  to	
  

help	
  protect	
  the	
  privacy	
  and	
  security	
  of	
  businesses	
  and	
  consumers	
  in	
  RFID	
  environments.’158	
  

Global	
  marketing	
  communications	
  company	
  WPP	
  and	
  their	
  agency	
  Ogilvy	
  have	
  worked	
  alongside	
  the	
  

Future	
  of	
  Privacy	
  Forum	
  (FPF)	
  to	
  create	
  icons	
  that	
  clearly	
  show	
  consumers	
  when	
  ads	
  are	
  

behaviourally	
  targeted.	
  Concerned	
  privacy	
  policies	
  were	
  not	
  being	
  read	
  or	
  understood,	
  a	
  simple	
  

graphical	
  touch-­‐point	
  to	
  be	
  used	
  on	
  websites	
  and	
  with	
  ads	
  to	
  show	
  open	
  transparency	
  to	
  consumers	
  

when	
  relevant	
  ads	
  are	
  being	
  served.159	
  The	
  concept	
  hopes	
  to	
  gain	
  consumer	
  confidence	
  in	
  the	
  same	
  

way	
  a	
  ‘padlock	
  symbol’	
  was	
  introduced	
  to	
  browsers	
  to	
  denote	
  when	
  secure	
  pages	
  were	
  being	
  used	
  in	
  

e-­‐commerce	
  in	
  order	
  to	
  provide	
  a	
  visual	
  aid	
  whilst	
  online	
  transaction	
  were	
  taking	
  place.160	
  

This	
  follows	
  the	
  argument	
  for	
  Industry	
  self-­‐regulation,	
  which	
  is	
  keen	
  to	
  promote	
  an	
  educational	
  

process	
  to	
  show	
  the	
  benefits	
  and	
  the	
  ease	
  of	
  moving	
  in	
  and	
  out	
  of	
  such	
  targeting	
  programs,	
  from	
  

both	
  a	
  content	
  and	
  advertising	
  standpoint.	
  Education	
  around	
  content	
  is	
  easier	
  for	
  the	
  public	
  to	
  

palate,	
  where	
  as	
  advertising	
  automatically	
  creates	
  a	
  reaction	
  as	
  people	
  do	
  not	
  want	
  to	
  feel	
  they	
  are	
  

being	
  exploited	
  for	
  commercial	
  gains.	
  In	
  this	
  regard	
  the	
  ability	
  to	
  accept	
  advertising	
  as	
  part	
  of	
  life	
  is	
  

primary	
  –	
  against	
  having	
  to	
  pay	
  for	
  content	
  –	
  and	
  the	
  secondary	
  issue	
  is	
  the	
  fact	
  that	
  advertising	
  can	
  

equally	
  be	
  more	
  relevant.	
  E.g.	
  as	
  a	
  single	
  man,	
  I	
  never	
  have	
  to	
  watch	
  ads	
  for	
  feminine	
  hygiene	
  

products	
  on	
  my	
  TV	
  ever	
  again,	
  and	
  instead	
  can	
  have	
  the	
  choice	
  to	
  see	
  ads	
  about	
  new	
  cars	
  or	
  gadgets	
  

instead,	
  such	
  as	
  demonstrated	
  with	
  Invidi’s	
  addressable	
  IPTV	
  systems.161	
  

The	
  notion	
  of	
  trading	
  content	
  for	
  advertising	
  or	
  even	
  technology	
  devices	
  themselves	
  in	
  return	
  for	
  

advertising	
  is	
  going	
  to	
  see	
  a	
  rise	
  in	
  consumer	
  acceptance	
  of	
  addressable	
  advertising	
  as	
  they	
  realise	
  

the	
  value	
  exchange.	
  The	
  model	
  for	
  consumer	
  adoption	
  will	
  require	
  users	
  to	
  freely	
  volunteer	
  

demographic	
  and	
  personal	
  information	
  and	
  to	
  specify	
  the	
  sort	
  of	
  advertisements	
  they	
  will	
  accept.	
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  Supra	
  note	
  103	
  
159	
  Future	
  of	
  Privacy	
  Forum,	
  Future	
  of	
  Privacy	
  Forum	
  Unveils	
  New	
  Privacy	
  and	
  Personalization	
  Symbols	
  Finalists,	
  
4	
  December	
  2009.	
  Available	
  at:	
  http://www.futureofprivacy.org/2009/12/04/future-­‐of-­‐privacy-­‐forum-­‐unveils-­‐
new-­‐privacy-­‐and-­‐personalization-­‐symbols-­‐finalists	
  
160	
  Id	
  
161	
  More	
  information	
  available	
  at:	
  http://www.invidi.com/	
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There	
  are	
  already	
  trials	
  in	
  operation	
  where	
  mobile	
  phones	
  are	
  given	
  away	
  alongside	
  free	
  voice	
  

bundles	
  and	
  SMS	
  text	
  packages	
  if	
  consumers	
  agree	
  to	
  accept	
  advertising	
  through	
  the	
  likes	
  of	
  Finnish	
  

company	
  Blyk,	
  under	
  the	
  direction	
  of	
  former	
  Nokia	
  president	
  Pekka	
  Ala-­‐Pietila.162	
  Crucial	
  to	
  Blyk's	
  

system	
  is	
  creating	
  advertisements	
  that	
  attract	
  users,	
  so	
  subscribers	
  are	
  asked	
  to	
  fill	
  out	
  a	
  

questionnaire	
  on	
  the	
  Internet	
  that	
  includes	
  both	
  personal	
  details	
  and	
  interests	
  and	
  then	
  

advertisements	
  sent	
  to	
  the	
  phone	
  are	
  be	
  based	
  on	
  those	
  answers.	
  Antti	
  Ohrling,	
  co-­‐founder	
  of	
  Blyk	
  

explained	
  that,	
  “we	
  intend	
  on	
  only	
  advertising	
  information	
  that	
  people	
  want	
  and	
  in	
  a	
  fun	
  way.	
  To	
  

succeed,	
  we	
  must	
  offer	
  an	
  enjoyable	
  and	
  simple	
  user	
  experience.”163	
  

Towards	
  a	
  transparent	
  consumer	
  model	
  

Though	
  much	
  has	
  been	
  advanced	
  in	
  terms	
  of	
  techniques	
  for	
  people	
  to	
  part	
  with	
  personal	
  data	
  in	
  

terms	
  of	
  understanding	
  where	
  consumers	
  are	
  at,	
  very	
  little	
  seems	
  to	
  exist	
  in	
  the	
  realms	
  of	
  directly	
  

asking	
  them	
  outright,	
  nor	
  helping	
  them	
  to	
  see	
  the	
  benefits	
  of	
  sharing	
  this	
  data	
  for	
  the	
  benefit	
  of	
  

making	
  informed	
  decisions	
  within	
  an	
  advertising	
  context.	
  Much	
  of	
  the	
  commentary	
  online	
  implies	
  

that	
  consumers	
  should	
  have	
  choice	
  and	
  opt-­‐in	
  capabilities.	
  The	
  question	
  remains	
  on	
  how	
  to	
  go	
  about	
  

this.	
  As	
  part	
  of	
  this	
  research	
  both	
  quantitative	
  and	
  qualitative	
  research	
  methodologies	
  were	
  applied	
  

through	
  email	
  and	
  video	
  interviews	
  as	
  well	
  as	
  conducting	
  an	
  online	
  survey	
  –	
  covering	
  people	
  within	
  

and	
  outside	
  of	
  the	
  advertising	
  industry	
  –	
  the	
  detailed	
  results	
  of	
  which	
  may	
  be	
  found	
  in	
  the	
  Appendix.	
  

‘The	
  overwhelming	
  results	
  show	
  that	
  as	
  they	
  see	
  the	
  speed	
  of	
  change	
  towards	
  digital	
  

content,	
  78%	
  think	
  advertising	
  has	
  a	
  key	
  role	
  to	
  play,	
  and	
  >65%	
  think	
  the	
  same	
  level	
  of	
  

control	
  they	
  have	
  come	
  to	
  enjoy	
  within	
  social	
  media	
  should	
  be	
  applied	
  to	
  advertising.’	
  

When	
  asked	
  to	
  elaborate,	
  one	
  respondent	
  summed	
  it	
  up	
  as,	
  

“When	
  I'm	
  looking	
  to	
  buy	
  a	
  product,	
  I	
  want	
  advertising	
  to	
  hit	
  me	
  like	
  a	
  frenzy.	
  When	
  I'm	
  not	
  

necessarily	
  in	
  the	
  marketplace	
  for	
  anything	
  in	
  particular,	
  I	
  want	
  advertising	
  to	
  be	
  background	
  

noise	
  that	
  I	
  can	
  tune	
  into	
  or	
  tune	
  out	
  as	
  I	
  please.	
  And	
  I	
  don't	
  want	
  too	
  much	
  personalisation	
  in	
  

my	
  advertising	
  -­‐	
  I	
  want	
  to	
  be	
  exposed	
  to	
  random	
  stuff!	
  I	
  want	
  my	
  horizons	
  expanded!”	
  

If	
  we	
  are	
  to	
  take	
  the	
  view	
  that	
  technology	
  can	
  indeed	
  assist	
  people	
  making	
  informed	
  and	
  potentially	
  

safer	
  decisions,	
  then	
  we	
  need	
  to	
  evaluate	
  the	
  heart	
  of	
  the	
  consumer	
  resistance	
  –	
  is	
  it	
  the	
  human	
  

right	
  to	
  privacy	
  or	
  the	
  fact	
  that	
  all	
  advertising	
  is	
  evil?	
  This	
  depends	
  upon	
  a	
  particular	
  circumstance.	
  If	
  

we	
  were	
  to	
  build	
  an	
  open	
  and	
  flexible	
  system	
  where	
  consumers	
  could	
  tell	
  advertisers	
  what	
  they	
  

wanted	
  as	
  opposed	
  to	
  being	
  told	
  you	
  need	
  this,	
  this	
  would	
  radically	
  changing	
  the	
  notion	
  of	
  

underhand	
  marketing	
  methods	
  employed	
  to	
  date	
  by	
  playing	
  advertisers	
  at	
  their	
  own	
  game	
  saying	
  'I	
  

will	
  tell	
  you	
  this,	
  but	
  I	
  expect	
  this	
  in	
  return	
  –	
  and	
  if	
  you	
  don't	
  like	
  I	
  will	
  simply	
  blacklist	
  you'.	
  	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
162	
  Crampton,	
  T.	
  Coming	
  to	
  (free)	
  mobile	
  phones	
  for	
  youths:	
  Ads,	
  1	
  Novmeber	
  2006.	
  Available	
  at:	
  
http://www.nytimes.com/2006/11/01/technology/01iht-­‐mobile.3360731.html?_r=1	
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Modern	
  technology	
  has	
  shown	
  us	
  that	
  feedback	
  on	
  Amazon	
  influences	
  purchase	
  decisions,	
  or	
  

Facebook’s	
  ‘like	
  it‘	
  technology	
  has	
  afforded	
  consumers	
  an	
  incredibly	
  positive	
  power	
  shift.	
  The	
  trade	
  

off	
  would	
  actually	
  give	
  advertisers	
  unparalleled	
  access	
  to	
  consumer	
  level	
  data,	
  all	
  willingly	
  given	
  up	
  

by	
  consumers	
  and	
  will	
  assist	
  in	
  tacking	
  media	
  wastage	
  through	
  insight	
  and	
  relevance.	
  It	
  is	
  what	
  

loyalty	
  cards	
  have	
  proven	
  for	
  years,	
  without	
  being	
  upfront.	
  In	
  addressing	
  consumer	
  concerns	
  and	
  

reactions,	
  and	
  drawing	
  them	
  on	
  side,	
  we	
  can	
  surmise	
  the	
  discussion	
  would	
  go	
  as	
  follows:	
  

• Do	
  you	
  wish	
  to	
  receive	
  advertising?	
  [Y/N]	
  	
   	
   	
   –	
  No	
  

• Do	
  you	
  wish	
  for	
  advertiser	
  to	
  track	
  you?	
  [Y/N]	
  	
   	
   	
   –	
  Definitely	
  NOT!!	
  

• Do	
  you	
  wish	
  to	
  pay	
  for	
  content	
  access	
  online?	
  [Y/N]	
  	
   	
   	
   –	
  Mostly	
  not	
  

• Would	
  you	
  like	
  to	
  receive	
  content	
  based	
  on	
  your	
  preferences?	
  [Y/N]	
   	
   	
   –	
  Possibly	
  

• Would	
  you	
  accept	
  advertising	
  in	
  exchange	
  for	
  free	
  content?	
  [Y/N]	
   	
   	
   –	
  Possibly	
  

• Would	
  you	
  like	
  to	
  receive	
  discounts	
  from	
  your	
  favourite	
  brands?	
  [Y/N]	
  	
   	
   	
   –	
  Yes	
  	
  

• Would	
  you	
  like	
  control	
  over	
  what	
  type	
  of	
  ads	
  you	
  would	
  like	
  to	
  see?	
  [Y/N]	
   	
   –	
  Yes	
  

To	
  change	
  the	
  necessary	
  behaviour	
  anticipated	
  is	
  through	
  education	
  as	
  to	
  a	
  value	
  exchange	
  program,	
  

which	
  would	
  need	
  to	
  be	
  linked	
  to	
  a	
  rewards	
  mechanism	
  from	
  the	
  advertiser.	
  The	
  requirement	
  is	
  to	
  

build	
  a	
  relationship	
  that	
  can	
  then	
  be	
  enhanced	
  further	
  if	
  the	
  consumer	
  is	
  prepared	
  to	
  accept	
  ads:	
  

• Do	
  you	
  want	
  to	
  see	
  feminine	
  hygiene	
  ads?	
  [Y/N]	
  	
   –	
  No,	
  I’m	
  a	
  guy	
  

• Do	
  you	
  want	
  your	
  children	
  to	
  see	
  fast-­‐food	
  ads?	
  [Y/N]	
  	
   –	
  No,	
  obesity	
  

(Ok,	
  so	
  you	
  really	
  would	
  like	
  a	
  choice,	
  and	
  accept	
  this	
  is	
  targeting…)	
   –	
  Hmm,	
  ok	
  

• Would	
  you	
  prefer	
  to	
  see	
  car	
  and	
  gadget	
  ads?	
  [Y/N]	
  	
   –	
  Yes	
  

• Would	
  you	
  prefer	
  your	
  children	
  to	
  see	
  healthy	
  food	
  ads?	
  [Y/N]	
  	
   –	
  Yes	
  

• Would	
  your	
  wife	
  be	
  interested	
  in	
  high	
  street	
  fashion	
  ads?	
  [Y/N]	
  	
   –	
  Yes	
  

The	
  concept	
  described	
  is	
  based	
  around	
  a	
  mobile	
  app	
  /	
  website	
  that	
  would	
  resemble	
  a	
  loyalty	
  

programme,	
  in	
  a	
  similar	
  vein	
  to	
  Nectar	
  online.164	
  Each	
  person	
  is	
  required	
  to	
  set	
  up	
  an	
  account,	
  which	
  

includes	
  personal	
  data	
  including	
  all	
  demographics,	
  age,	
  gender,	
  home	
  address,	
  chosen	
  language,	
  etc.	
  

It	
  stands	
  more	
  chance	
  if	
  the	
  concept	
  is	
  wrapped	
  up	
  in	
  a	
  fun	
  and	
  entertaining	
  ‘game-­‐like’	
  concept	
  as	
  

shown	
  through	
  the	
  likes	
  of	
  FourSquare	
  collecting	
  ‘mayorships’.	
  The	
  options	
  to	
  add	
  family	
  members	
  

under	
  a	
  group	
  programme,	
  link	
  these	
  into	
  purchases	
  for	
  capturing	
  loyalty	
  data,	
  linking	
  to	
  friends	
  to	
  

passing	
  over	
  points	
  or	
  suggestions	
  as	
  gifts,	
  receiving	
  suggestions	
  from	
  friends,	
  etc.	
  

The	
  user	
  is	
  able	
  to	
  select	
  their	
  favourite	
  brands	
  as	
  a	
  way	
  of	
  keeping	
  in	
  touch	
  with	
  them	
  as	
  well	
  as	
  

generic	
  categories	
  they	
  don’t	
  mind	
  seeing	
  (a	
  minimum	
  number	
  is	
  required).	
  They	
  can	
  also	
  highlight	
  

brands	
  or	
  categories	
  the	
  never	
  want	
  to	
  hear	
  from.	
  The	
  user	
  also	
  is	
  able	
  to	
  select	
  types	
  of	
  offers	
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based	
  upon	
  things	
  they	
  are	
  currently	
  pursuing,	
  e.g.	
  buying	
  golf	
  clubs	
  today,	
  booking	
  holiday	
  

tomorrow	
  –	
  then	
  subsequently	
  able	
  to	
  turn	
  these	
  items	
  off	
  as	
  and	
  once	
  fulfilled	
  and	
  select	
  new	
  ones	
  

–	
  now	
  I	
  need	
  a	
  TV.	
  At	
  any	
  time	
  a	
  user	
  can	
  go	
  back	
  in	
  and	
  select	
  what	
  they	
  wish	
  or	
  do	
  not	
  wish	
  to	
  

receive.	
  All	
  ads	
  would	
  carry	
  a	
  visual	
  recognition	
  of	
  being	
  targeted	
  by	
  carrying	
  the	
  proposed	
  logo.165	
  

Advertisers	
  can	
  also	
  select	
  target	
  demographic	
  data	
  to	
  address	
  certain	
  ads	
  towards	
  across	
  devices	
  or	
  

choose	
  more	
  premium	
  rewards	
  to	
  more	
  loyal	
  consumers,	
  which	
  would	
  give	
  a	
  confidence	
  in	
  ROI.	
  

Advertisers	
  would	
  be	
  charged	
  a	
  premium	
  for	
  delivery	
  of	
  their	
  messages.	
  Advertisers	
  finding	
  

themselves	
  blacklisted	
  it	
  means	
  they	
  have	
  a	
  reputation	
  that	
  needs	
  to	
  be	
  addressed	
  and	
  acceptance	
  

becomes	
  viral	
  through	
  people	
  recommending	
  them	
  to	
  others.	
  Rewards	
  could	
  be	
  set-­‐up	
  to	
  achieve	
  

this.	
  Once	
  the	
  consumer	
  has	
  caught	
  the	
  concept,	
  there	
  are	
  further	
  levels	
  this	
  can	
  be	
  taken	
  to.	
  

• Do	
  you	
  want	
  to	
  be	
  able	
  to	
  change	
  your	
  preferences	
  regularly?	
  [Y/N]	
  	
   –	
  Yes	
  

• Using	
  checkboxes,	
  select	
  your	
  favourite	
  brands	
  [Diesel,	
  Apple,	
  Audi]	
  	
   –	
  Check	
  

• Using	
  checkboxes,	
  select	
  your	
  disliked	
  categories	
  [Feminine	
  Hygiene]	
  	
   –	
  Check	
  

• Using	
  checkboxes,	
  select	
  today’s	
  choice	
  [Long	
  haul	
  holidays,	
  golf	
  clubs]	
  	
   –	
  Check	
  

(If	
  I	
  can	
  convince	
  you	
  this	
  is	
  totally	
  safe,	
  do	
  you	
  wish	
  to	
  proceed)	
  	
   –	
  Hmm,	
  ok	
  

• Would	
  you	
  prefer	
  to	
  see	
  these	
  types	
  of	
  ads	
  when	
  online?	
  [Y/N]	
  	
   –	
  Yes	
  

• Would	
  you	
  prefer	
  to	
  see	
  these	
  types	
  of	
  ads	
  on	
  your	
  mobile?	
  [Y/N]	
   –	
  Possibly	
  

• Would	
  you	
  prefer	
  to	
  see	
  these	
  types	
  of	
  ads	
  when	
  on	
  your	
  TV?	
  [Y/N]	
   –	
  Yes	
  

• Would	
  you	
  prefer	
  to	
  see	
  these	
  types	
  of	
  ads	
  when	
  on	
  billboards?	
  [Y/N]	
   –	
  No,	
  lock	
  

• Would	
  you	
  like	
  discounts	
  from	
  your	
  brands	
  sent	
  to	
  you	
  by	
  email?	
  [Y/N]	
   –	
  No	
  

• Would	
  you	
  like	
  mobile	
  coupons	
  as	
  you	
  walk	
  into	
  relevant	
  stores?	
  [Y/N]	
   –	
  Yes	
  

The	
  user	
  is	
  also	
  to	
  register	
  each	
  of	
  their	
  Internet	
  enabled	
  device;	
  computers	
  both	
  home	
  and	
  work,	
  

mobile	
  phones,	
  IPTV,	
  Set-­‐top	
  boxes,	
  gaming	
  consoles	
  and	
  any	
  other	
  devices	
  they	
  currently	
  receive	
  

ads	
  upon.	
  Supposing	
  RFID	
  is	
  enabled	
  either	
  on	
  a	
  loyalty	
  card	
  or	
  mobile	
  device,	
  this	
  can	
  be	
  widened	
  to	
  

areas	
  out	
  of	
  home	
  through	
  a	
  secure	
  personal	
  network.	
  A	
  level	
  of	
  security	
  would	
  exist	
  to	
  not	
  transmit	
  

data	
  in	
  open	
  areas	
  if	
  they	
  did	
  not	
  wish,	
  but	
  only	
  devices	
  they	
  have	
  chosen	
  to	
  register.	
  They	
  can	
  opt-­‐in	
  

and	
  out	
  of	
  subscription-­‐based	
  content,	
  disabling	
  ads	
  in	
  areas	
  that	
  they	
  currently	
  pay,	
  so	
  selected	
  

media	
  would	
  not	
  receive	
  ads	
  where	
  as	
  in	
  other	
  areas	
  they	
  would.	
  Ads	
  are	
  always	
  targeted	
  to	
  them	
  in	
  

their	
  chosen	
  language	
  irrespective	
  of	
  where	
  they	
  find	
  themselves	
  in	
  the	
  world,	
  potentially	
  in	
  any	
  

device	
  they	
  happen	
  to	
  be	
  in	
  front	
  of.	
  This	
  central	
  system	
  can	
  also	
  be	
  linked	
  to	
  preferences	
  on	
  

content	
  from	
  books,	
  to	
  TV	
  shows,	
  to	
  movies	
  and	
  games,	
  etc.	
  Thereby	
  giving	
  a	
  consumer	
  total	
  

transparent	
  control	
  over	
  all	
  advertising	
  and	
  content	
  both	
  online	
  and	
  any	
  commercial	
  UbiComp	
  

environment	
  in	
  which	
  they	
  choose	
  to	
  participate.	
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Reflection	
  on	
  the	
  proposal	
  
Habermas	
  correctly	
  identified	
  the	
  power	
  shift	
  from	
  the	
  landowners	
  back	
  to	
  the	
  individual	
  in	
  their	
  

private	
  and	
  public	
  dealings,	
  and	
  asserted	
  this	
  as	
  the	
  fabric	
  of	
  what	
  it	
  means	
  to	
  be	
  human.166	
  It	
  is	
  the	
  

respect	
  of	
  the	
  individual’s	
  identity	
  and	
  knowledge,	
  and	
  as	
  Reding	
  states	
  ‘privacy	
  is	
  a	
  fundamental	
  

human	
  right!’167	
  Yet	
  as	
  criticism	
  shows,	
  Habermas’	
  Bourgeois	
  act	
  merely	
  as	
  a	
  catalyst	
  of	
  change	
  but	
  do	
  

not	
  fully	
  reflect	
  the	
  plethora	
  of	
  intricacies	
  shared	
  across	
  society.	
  Technology	
  has	
  brought	
  about	
  a	
  

closer	
  alignment	
  of	
  society’s	
  strata	
  through	
  open	
  global	
  access,	
  especially	
  amongst	
  the	
  youth.	
  Within	
  

in	
  a	
  modern	
  context	
  we	
  see	
  Tönnies’ Gemeinschaft	
  in	
  the	
  social	
  media	
  communities	
  of	
  interpersonal	
  

relationships	
  and	
  Gesellschaft	
  in	
  interactions	
  with	
  power	
  bases	
  of	
  commercial	
  and	
  political	
  entities.168	
  

The	
  inter-­‐connecting	
  point	
  of	
  individuals	
  seeking	
  information	
  from	
  peers	
  brings	
  a	
  power	
  back	
  to	
  a	
  

public	
  who	
  can	
  cause	
  manufacturer’s	
  of	
  products	
  to	
  succeed	
  or	
  fail	
  depending	
  on	
  reactions	
  in	
  the	
  new	
  

Public	
  Sphere	
  2.0	
  but	
  equally	
  does	
  not	
  answer	
  the	
  challenge	
  posed	
  by	
  the	
  UbiComp	
  Intimate	
  Sphere.	
  

Answering	
  addressable	
  advertising	
  and	
  personalisation	
  of	
  media	
  starts	
  with	
  a	
  complete	
  rebuild	
  of	
  the	
  

infrastructural	
  foundations	
  and	
  underhand	
  methods	
  in	
  tracking	
  which	
  are	
  seen	
  as	
  both	
  intrusive	
  and	
  

largely	
  unwanted.	
  The	
  powerbase	
  needs	
  to	
  shift	
  to	
  the	
  ‘consumer	
  in	
  control’	
  in	
  order	
  to	
  provide	
  an	
  

ethical	
  framework	
  and	
  balance,	
  in	
  open	
  and	
  frank	
  discussions	
  with	
  the	
  people	
  they	
  are	
  wishing	
  to	
  do	
  

business	
  with.	
  If	
  anything	
  web	
  2.0	
  and	
  social	
  media	
  has	
  taught	
  us	
  it	
  is	
  indeed	
  a	
  two-­‐way	
  conversation.	
  

This	
  next	
  iteration,	
  call	
  it	
  web	
  3.0	
  –	
  Intimate	
  Sphere	
  –	
  will	
  demand	
  even	
  greater	
  respect,	
  openness	
  and	
  

mutual	
  trust.	
  Consumer	
  opt-­‐in	
  must	
  be	
  sought	
  at	
  the	
  highest	
  level	
  lest	
  backlash	
  results	
  in	
  lock-­‐down.	
  	
  

If	
  consumer	
  focussed	
  media	
  created	
  a	
  value	
  exchange	
  via	
  product	
  discounts	
  for	
  them	
  to	
  participate	
  

through	
  behaviour	
  that	
  also	
  suffices	
  the	
  advertiser’s	
  needs	
  for	
  granular	
  metrics,	
  it	
  would	
  allow	
  

information,	
  content	
  and	
  advertising	
  to	
  all	
  work	
  in	
  a	
  more	
  harmonious	
  way.	
  It	
  could	
  lead	
  to	
  new	
  

commercial	
  opportunities	
  such	
  as	
  an	
  advertising	
  trading	
  platform,	
  based	
  upon	
  knowledge	
  freely	
  

given	
  and	
  updated.	
  Appeasing	
  governmental	
  concerns	
  demanding	
  opt-­‐in	
  tracking,	
  and	
  providing	
  

relevant	
  security	
  is	
  set	
  in	
  place,	
  it	
  could	
  appease	
  privacy	
  advocates	
  also.	
  If	
  consumers	
  embraced	
  the	
  

concept	
  and	
  found	
  it	
  of	
  value,	
  it	
  could	
  also	
  pave	
  the	
  way	
  for	
  a	
  new	
  code	
  of	
  practice	
  and	
  regulatory	
  

authority	
  in	
  which	
  the	
  consumer	
  is	
  very	
  much	
  at	
  the	
  centre	
  in	
  a	
  way	
  described	
  by	
  Adam	
  Greenfield169	
  

–	
  sufficing	
  both	
  current	
  targeting	
  requirements	
  as	
  well	
  as	
  provide	
  a	
  platform	
  for	
  growth	
  across	
  

future	
  ubiquitous	
  networks.	
  To	
  follow	
  Bohman’s	
  thinking,170	
  developing	
  a	
  ‘public	
  of	
  intimacies.’	
  

The	
  natural	
  fear	
  here	
  is	
  that	
  any	
  socio-­‐technical	
  development	
  will	
  equally	
  become	
  a	
  target	
  for	
  

political	
  entities	
  seeking	
  to	
  maintain	
  a	
  sense	
  of	
  control	
  –	
  governments	
  would	
  simply	
  demand	
  access	
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to	
  the	
  data.	
  As	
  Jordan	
  concludes,	
  we	
  must	
  hold	
  this	
  new	
  CyberPower	
  within	
  certain	
  cultural	
  tensions	
  

in	
  order	
  to	
  not	
  overrule	
  the	
  individual’s	
  experience.171	
  This	
  takes	
  us	
  beyond	
  Habermas’	
  Bourgeois	
  

who	
  act	
  as	
  middlemen	
  in	
  to	
  affording	
  every	
  single	
  individual	
  the	
  right	
  to	
  control	
  their	
  own	
  privacy	
  

and	
  not	
  allow	
  either	
  technology	
  or	
  commercial	
  entities	
  the	
  overarching	
  power.	
  Who	
  then	
  would	
  

control	
  this	
  new	
  consumer	
  database	
  and	
  under	
  what	
  premise	
  should	
  it	
  and	
  can	
  it	
  exist	
  lest	
  it	
  become	
  

a	
  target	
  of	
  both	
  commercial	
  and	
  political	
  control	
  in	
  its	
  own	
  right,	
  as	
  Jordan	
  warns?	
  Perhaps	
  the	
  

answer	
  lays	
  in	
  giving	
  control	
  of	
  the	
  build	
  back	
  to	
  the	
  public	
  in	
  a	
  kind	
  of	
  an	
  open-­‐Wiki	
  approach?	
  	
  

The	
  system	
  proposed	
  seeks	
  to	
  strike	
  a	
  rational	
  balanced	
  development	
  of	
  information	
  technology	
  

alluded	
  to	
  by	
  Graham,172	
  whilst	
  providing	
  the	
  level	
  of	
  control	
  to	
  an	
  Individual	
  demanded	
  by	
  Mills,173	
  

though	
  I	
  would	
  argue	
  it	
  is	
  taking	
  a	
  more	
  deontological	
  approach	
  to	
  provide	
  an	
  ethical	
  framework	
  

based	
  on	
  the	
  premise	
  that	
  is	
  intrinsically	
  good,	
  irrespective	
  of	
  the	
  outcome.	
  Using	
  inductive	
  

reasoning	
  to	
  explore	
  all	
  the	
  aspects	
  of	
  developments	
  to	
  date	
  in	
  both	
  addressable	
  advertising	
  online	
  

and	
  through	
  RFID	
  deployments,	
  it	
  could	
  be	
  said	
  that	
  the	
  concept	
  moves	
  from	
  a	
  propositional	
  to	
  a	
  

procedural	
  viewpoint	
  as	
  it	
  moves	
  from	
  knowing	
  about	
  the	
  issues	
  to	
  potentially	
  knowing	
  how	
  to	
  solve	
  

the	
  issue.	
  This	
  would	
  need	
  to	
  be	
  further	
  explored	
  now	
  through	
  deductive	
  reasoning	
  to	
  see	
  if	
  the	
  

theory	
  stacks	
  up	
  through	
  implementation	
  and	
  observation	
  to	
  see	
  if	
  a	
  confirmation	
  of	
  the	
  theory	
  can	
  

be	
  achieved	
  without	
  violent	
  consumer	
  reactions.174	
  However,	
  it	
  is	
  a	
  balance	
  within	
  the	
  Intimate	
  

Sphere	
  by	
  taking	
  the	
  concept	
  of	
  using	
  intimate	
  information	
  and	
  using	
  it	
  within	
  Habermas’	
  Public	
  

Sphere	
  whilst	
  allowing	
  them	
  to	
  fully	
  protect	
  their	
  private	
  concerns	
  as	
  an	
  individual.	
  

In	
  as	
  much	
  as	
  it	
  is	
  trying	
  to	
  positively	
  align	
  with	
  the	
  powerful	
  forces	
  of	
  change	
  that	
  are	
  affecting	
  our	
  

world,	
  the	
  proposal	
  would	
  provide	
  the	
  basis	
  for	
  a	
  macro-­‐environmental	
  PEST	
  (Political,	
  Economic,	
  

Socio-­‐Cultural	
  and	
  Technological)	
  analysis	
  that	
  attempts	
  to	
  manage	
  rapid,	
  major	
  change	
  and	
  tackling	
  

both	
  the	
  new	
  opportunities	
  and	
  arising	
  threats.175	
  In	
  order	
  to	
  actually	
  bring	
  any	
  weight	
  to	
  this	
  

concept	
  from	
  an	
  R&D	
  point	
  of	
  view,	
  I	
  would	
  need	
  to	
  drill	
  deeper	
  into	
  a	
  more	
  granular	
  investigation	
  

of	
  the	
  proposal	
  in	
  utilising	
  something	
  like	
  a	
  SWOT	
  (Strengths,	
  Weaknesses,	
  Opportunities,	
  and	
  

Threats)	
  analysis	
  in	
  order	
  to	
  fully	
  develop	
  a	
  business	
  case	
  in	
  developing	
  this	
  strategic	
  alternative.176	
  

Conclusion	
  
The	
  discussions	
  around	
  any	
  kind	
  of	
  personal	
  addressability	
  are	
  incredibly	
  contentious	
  and	
  volatile	
  

and	
  as	
  shown	
  invoke	
  strong	
  reactions.	
  We	
  have	
  views	
  from	
  ban	
  it	
  at	
  all	
  costs,	
  to	
  privacy	
  being	
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  Supra	
  note	
  142	
  
172	
  Supra	
  note	
  144	
  
173	
  Supra	
  note	
  138	
  
174	
  Information	
  gleaned	
  from:	
  http://www.socialresearchmethods.net/kb/dedind.php	
  
175	
  Information	
  gleaned	
  from:	
  http://www.mindtools.com/pages/article/newTMC_09.htm	
  
176	
  Information	
  gleaned	
  from:	
  http://www.netmba.com/strategy/swot	
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overrated,	
  to	
  discrepancies	
  in	
  government	
  policies	
  all	
  adding	
  to	
  the	
  confusion.	
  There	
  are	
  positives	
  

and	
  negatives	
  of	
  gargantuan	
  proportions	
  on	
  all	
  sides.	
  Certainly	
  my	
  own	
  views	
  have	
  warmed	
  to	
  the	
  

potentials	
  of	
  this	
  technology	
  and	
  assisted	
  towards	
  developing	
  a	
  solution	
  during	
  the	
  course	
  of	
  this	
  

research.	
  Regards	
  RFID	
  we	
  are	
  dealing	
  with	
  a	
  fledgling	
  technology	
  and	
  moving	
  speedily	
  into	
  

unchartered	
  territories	
  on	
  a	
  global	
  level	
  with	
  huge	
  implications.	
  No	
  one	
  is	
  truly	
  able	
  to	
  predict	
  the	
  

impact	
  on	
  culture	
  and	
  societies	
  around	
  the	
  world.	
  Mankind	
  has	
  never	
  had	
  to	
  face	
  anything	
  quite	
  so	
  

alarming	
  before,	
  in	
  such	
  haste.	
  Technologists	
  and	
  marketers	
  must	
  throw	
  notes	
  of	
  caution	
  and	
  

wisdom	
  and	
  set	
  boundaries	
  lest	
  the	
  balance	
  is	
  irrevocably	
  reversed	
  against	
  future	
  generations,	
  as	
  the	
  

promise	
  of	
  utopia	
  becomes	
  a	
  dystopia	
  simply	
  through	
  technology	
  overtaking	
  us.177	
  	
  

So	
  are	
  the	
  concerns	
  justified	
  over	
  this	
  technology	
  being	
  used	
  to	
  snoop	
  and	
  track	
  people	
  by	
  any	
  

pervert,	
  thief	
  or	
  rogue	
  state?	
  Absolutely	
  and	
  I	
  say	
  wholeheartedly,	
  yes!	
  The	
  read-­‐write	
  capabilities	
  

actually	
  intensify	
  the	
  concerns	
  as	
  the	
  RFID	
  chips	
  become	
  more	
  powerful	
  and	
  self-­‐aware.	
  And	
  to	
  these	
  

ends	
  we	
  cannot	
  dismiss	
  this	
  as	
  conspiracy	
  or	
  paranoia,	
  or	
  brush	
  humans	
  aside	
  for	
  capitalist	
  

commercial	
  gains.	
  Transparency	
  and	
  education	
  must	
  be	
  afforded	
  to	
  the	
  consumer.	
  If	
  RFID	
  chips	
  are	
  

fixed	
  and	
  unable	
  to	
  be	
  deactivated	
  –	
  how	
  can	
  a	
  consumer	
  opt-­‐out?	
  Especially	
  if	
  required	
  to	
  return	
  

items	
  as	
  proof	
  by	
  means	
  of	
  electronic	
  billet?	
  Despite	
  the	
  hype	
  they	
  are	
  NOT	
  deactivated	
  once	
  leaving	
  

the	
  store…	
  and	
  certainly	
  not	
  in	
  a	
  way	
  that	
  cannot	
  later	
  be	
  reactivated,	
  potentially	
  by	
  the	
  wrong	
  

people.	
  How	
  this	
  will	
  be	
  managed	
  is	
  a	
  matter	
  for	
  the	
  technologists	
  who	
  develop	
  usable	
  security.178	
  	
  

In	
  as	
  much	
  as	
  the	
  industry	
  needs	
  to	
  self	
  regulate	
  and	
  put	
  guards	
  in	
  place,	
  it	
  needs	
  do	
  this	
  in	
  co-­‐

operation	
  and	
  full	
  regard	
  to	
  governing	
  laws	
  in	
  open	
  and	
  frank	
  debate.	
  The	
  danger	
  of	
  any	
  one	
  party	
  

working	
  in	
  isolation	
  is	
  for	
  things	
  to	
  go	
  askew.	
  179	
  Fluidity	
  for	
  development	
  in	
  a	
  fast-­‐paced	
  environment	
  

reveals	
  that	
  legislation	
  is	
  often	
  not	
  in	
  a	
  position	
  to	
  accommodate	
  at	
  quite	
  the	
  same	
  speed.180	
  

Commercial	
  agencies	
  data	
  mining	
  without	
  regard	
  thinking	
  ‘they	
  own	
  the	
  data’	
  and	
  missing	
  the	
  human	
  

face	
  of	
  those	
  numbers.	
  Consumer	
  opt-­‐in	
  is	
  therefore	
  not	
  enough;	
  safeguards	
  as	
  to	
  what	
  happens	
  to	
  

the	
  data	
  beyond	
  must	
  be	
  held	
  in	
  the	
  highest	
  regard	
  away	
  from	
  commercial	
  or	
  political	
  agendas	
  where	
  

assumed	
  usage	
  is	
  being	
  undermined	
  by	
  continuingly	
  changing	
  policies.	
  Discussion	
  over	
  RFID	
  from	
  a	
  

commercial	
  and	
  national	
  security	
  perspective	
  cannot	
  be	
  seen	
  as	
  mutually	
  exclusive	
  issues.	
  	
  

Privacy	
  is	
  a	
  basic	
  human	
  right.	
  We	
  then	
  should	
  be	
  able	
  decide	
  what,	
  where	
  and	
  when,	
  no	
  one	
  else.	
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  For	
  further	
  information	
  see:	
  http://deandonaldson.com	
  
178	
  Supra	
  note	
  103	
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  Marshall,	
  J.	
  EU	
  Proposal	
  Could	
  Cripple	
  Common	
  Web	
  Ad	
  Practices,	
  6	
  November	
  2009.	
  Available	
  at:	
  
http://www.clickz.com/3635590	
  
180	
  Fildes,	
  J.	
  Web	
  giants	
  unite	
  against	
  Digital	
  Britain	
  copyright	
  plan	
  ,	
  2	
  December	
  2009.	
  Available	
  at:	
  
http://news.bbc.co.uk/2/hi/technology/8390623.stm	
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Appendix	
  

Email	
  interviews	
  –	
  17th	
  Nov	
  2009	
  	
  
Respondents	
  

• Dr.	
  Katherine	
  Albrecht,	
  Ed.D.	
  -­‐	
  Director	
  of	
  CASPIAN	
  (Consumers	
  Against	
  Supermarket	
  Privacy	
  
Invasion	
  and	
  Numbering)	
  

• Dr.	
  Jeffrey	
  Cole	
  -­‐	
  Director	
  of	
  the	
  Center	
  for	
  the	
  Digital	
  Future	
  at	
  USC	
  Annenberg	
  School	
  for	
  
Communication	
  &	
  Journalism.	
  	
  

• Gal	
  Trifon	
  -­‐	
  CEO	
  and	
  co-­‐Founder	
  of	
  MediaMind	
  Technologies,	
  Inc.	
  (Digital	
  advertising	
  
campaign	
  management	
  solution)	
  

• Michael	
  Hanafee	
  -­‐	
  Senior	
  Vice	
  President	
  Global	
  Marketing	
  at	
  Invidi	
  Technologies	
  
(Addressable	
  interactive	
  television	
  advertising	
  solution)	
  

• Greg	
  Nikolettos	
  -­‐	
  Founder	
  of	
  WTPWNBC.com	
  (We	
  The	
  People	
  Will	
  Not	
  Be	
  Chipped)	
  
• Prof.	
  Kyoung	
  Jun	
  Lee,	
  Ph.D.	
  	
  -­‐	
  Visiting	
  Professor	
  of	
  MIT	
  Mobile	
  Experience	
  Lab	
  

(mobile.mit.edu)	
  and	
  Professor	
  of	
  School	
  of	
  Management,	
  Kyung	
  Hee	
  University,	
  South	
  
Korea	
  
	
  

Responses	
  

1. Your	
  views	
  on	
  the	
  validity	
  of	
  targeting	
  within	
  digital	
  advertising	
  and	
  do	
  you	
  feel	
  there	
  is	
  a	
  
significant	
  case	
  for	
  commercial	
  justification?	
  	
  
	
  
• Katherine	
  -­‐	
  Thanks	
  for	
  asking	
  my	
  opinion.	
  As	
  you	
  can	
  guess,	
  I	
  am	
  opposed	
  to	
  the	
  idea	
  of	
  

marketers	
  watching	
  and	
  following	
  us	
  and	
  our	
  purchasing	
  habits.	
  	
  
	
  

• Jeff	
  -­‐	
  I	
  think	
  this	
  is	
  the	
  fiite	
  of	
  advertising	
  both	
  digitally	
  and,	
  through	
  set-­‐top	
  boxes,	
  on	
  
television.	
  Advertisers	
  are	
  no	
  longer	
  very	
  interested	
  in	
  programmers	
  showing	
  how	
  many	
  
people	
  saw	
  the	
  program	
  containing	
  the	
  commercial.	
  They	
  know	
  there	
  is	
  little	
  
engagement.	
  Targeting	
  allows	
  an	
  overall	
  smaller	
  spend	
  (although	
  more	
  per	
  person)	
  and	
  
the	
  ability	
  to	
  deliver	
  ads	
  that	
  the	
  consumer	
  might	
  actually	
  want	
  to	
  see	
  and	
  not	
  view	
  as	
  
annoying	
  or	
  intrusive.	
  Finally,	
  the	
  advertiser	
  can	
  learn	
  which	
  half	
  of	
  the	
  advertising	
  
budget	
  is	
  wasted	
  and	
  act	
  accordingly.	
  
	
  

• Gal	
  -­‐	
  I’m	
  a	
  fan	
  of	
  targeting	
  	
  /	
  retargeting	
  and	
  addressability	
  within	
  the	
  limitation	
  of	
  
dependency	
  on	
  unanimous	
  past	
  and	
  present	
  context,	
  and	
  engagement	
  /	
  action.	
  I	
  feel	
  
that	
  commercial	
  justification	
  is	
  in	
  creating	
  value	
  in	
  unsold	
  inventory	
  and	
  moving	
  people	
  
more	
  effectively	
  through	
  the	
  conviction	
  cycle	
  as	
  well	
  as	
  expending	
  distribution	
  potential	
  
for	
  hi-­‐quality	
  branding	
  content.	
  I’m	
  not	
  for	
  targeting	
  based	
  on	
  personal	
  information	
  and	
  
cross-­‐referencing	
  of	
  personal	
  data	
  and	
  I’m	
  still	
  not	
  sure	
  how	
  I	
  vote	
  on	
  “intention”	
  based	
  
targeting	
  that	
  is	
  triggered	
  by	
  past	
  commerce	
  /	
  research	
  activity	
  
	
  

• Michael	
  -­‐	
  There	
  is	
  indeed	
  validity	
  for	
  targeting	
  addressable	
  advertising	
  because	
  it	
  is	
  more	
  
efficient	
  in	
  getting	
  the	
  right	
  message	
  to	
  the	
  right	
  person	
  and	
  it	
  eliminates	
  waist.	
  	
  John	
  
Wanamaker’s	
  famous	
  phrase	
  is	
  still	
  used	
  in	
  the	
  advertising	
  business	
  today:	
  "Half	
  my	
  
advertising	
  is	
  wasted,	
  I	
  just	
  don't	
  know	
  which	
  half."	
  Cable,	
  satellite	
  and	
  TELCO	
  television	
  
service	
  providers	
  are	
  now	
  rolling	
  out	
  targeted	
  addressable	
  advertising	
  that	
  not	
  only	
  gets	
  
the	
  right	
  message	
  to	
  the	
  right	
  person	
  but	
  it	
  allows	
  multiple	
  commercials	
  to	
  be	
  delivered	
  
in	
  a	
  single	
  commercial	
  break	
  with	
  each	
  commercial	
  going	
  to	
  a	
  different	
  market	
  segment	
  
or	
  demographic.	
  	
  The	
  lift	
  in	
  advertising	
  spend	
  per	
  commercial	
  break	
  is	
  significant	
  and	
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allows	
  all	
  players	
  to	
  share	
  in	
  the	
  revenue	
  value	
  chain.	
  The	
  players	
  are	
  forming	
  new	
  
alliances,	
  where	
  they	
  are	
  rivals	
  in	
  one	
  area	
  of	
  business	
  they	
  are	
  now	
  working	
  together	
  in	
  
another.	
  	
  	
  	
  
	
  

• Greg	
  -­‐	
  Yes	
  there	
  is	
  a	
  value	
  if	
  its	
  an	
  opt	
  in	
  service	
  ie	
  if	
  I	
  purchase	
  RFID	
  products	
  ,	
  there	
  
should	
  be	
  legislation	
  there	
  to	
  alert	
  me	
  about	
  the	
  product	
  being	
  embedded	
  .	
  How	
  the	
  
infrastructure	
  would	
  be	
  in	
  place	
  is	
  another	
  thing	
  altogether.	
  Id	
  look	
  at	
  Neuromarketing	
  
as	
  well	
  as	
  that’s	
  going	
  to	
  be	
  the	
  next	
  big	
  thing	
  which	
  you	
  should	
  start	
  discussing	
  .	
  
Neuromarketing	
  basis	
  its	
  'fMRI'	
  on	
  the	
  basis	
  that	
  it	
  would	
  cost	
  less	
  to	
  bring	
  a	
  product	
  to	
  
market	
  but	
  beaming	
  a	
  'bolt'	
  into	
  my	
  brain	
  should	
  require	
  a	
  warrant	
  shouldn’t	
  it?	
  I	
  would	
  
consider	
  that	
  warrantless	
  search	
  of	
  my	
  private	
  person.	
  
	
  

2. If	
  you	
  have	
  any	
  exposure	
  from	
  a	
  product	
  viewpoint	
  to	
  RFID/NFC	
  and	
  uses	
  in	
  advertising	
  	
  
trials	
  and/or	
  reactions	
  	
  any	
  information	
  you	
  can	
  share	
  at	
  all,	
  or	
  point	
  me	
  in	
  the	
  direction	
  of?	
  
	
  
• Jeff	
  -­‐	
  I	
  have	
  been	
  following	
  RFID	
  in	
  its	
  uses	
  for	
  inventory	
  but	
  do	
  not	
  know	
  of	
  any	
  uses	
  yet	
  

in	
  advertising.	
  Of	
  course	
  any	
  sense	
  of	
  what	
  sells	
  and	
  at	
  what	
  rate	
  can	
  be	
  harvested	
  into	
  
advertising.	
  
	
  

• Gal	
  –	
  I	
  was	
  previewed	
  to	
  some	
  concepts	
  at	
  a	
  high	
  level	
  in	
  the	
  past	
  but	
  nothing	
  specific	
  to	
  
share	
  
	
  

• Michael	
  -­‐	
  I’m	
  familiar	
  with	
  the	
  tracking	
  devices	
  and	
  was	
  talking	
  with	
  the	
  CEO	
  of	
  my	
  
company	
  recently	
  about	
  their	
  integration	
  in	
  clothing	
  and	
  mobile	
  phones	
  for	
  targeting	
  
individuals	
  when	
  passing	
  retail	
  establishments.	
  I	
  don’t	
  remember	
  whom	
  we	
  were	
  talking.	
  	
  
	
  

3. Any	
  thoughts	
  on	
  ethical	
  code	
  of	
  practices	
  or	
  safeguards	
  you	
  are	
  adopting	
  (within	
  your	
  
business)	
  in	
  forwarding	
  addressable	
  advertising	
  to	
  the	
  public?	
  
	
  
• Jeff	
  -­‐	
  See	
  below.	
  

	
  
• Gal	
  –	
  in	
  our	
  case	
  we	
  should	
  refrain	
  from	
  cross-­‐brand	
  targeting	
  at	
  any	
  level	
  

	
  
• Michael	
  -­‐	
  Privacy	
  is	
  a	
  foundation	
  principle	
  upon	
  which	
  INVIDI	
  Technologies	
  Corporation	
  

operates.	
  	
  We	
  purposely	
  choose	
  a	
  technology	
  approach	
  that	
  uses	
  a	
  system	
  of	
  algorithms,	
  
vectors	
  and	
  third	
  party	
  Nielsen	
  program	
  information	
  that	
  describes	
  the	
  audience	
  of	
  
different	
  television	
  programs.	
  	
  INVIDI	
  never	
  knows	
  any	
  personally	
  identifiable	
  
information,	
  program	
  name,	
  movie	
  titles,	
  channel	
  and	
  does	
  not	
  store	
  any	
  information,	
  
unlike	
  the	
  internet.	
  In	
  our	
  market	
  trials,	
  Comcast	
  sent	
  opt-­‐out	
  letters	
  (one	
  a	
  week	
  for	
  
four	
  weeks)	
  to	
  subscribers	
  allowing	
  them	
  to	
  opt-­‐out	
  of	
  addressable	
  advertising	
  in	
  which	
  
well	
  under	
  10%	
  opted	
  out.	
  	
  
	
  

• Greg	
  -­‐	
  I	
  am	
  a	
  man	
  of	
  my	
  word.	
  I	
  know	
  that	
  sounds	
  lame	
  but	
  we	
  don’t	
  exploit	
  our	
  user	
  
base	
  unless	
  we	
  can	
  honestly	
  feel	
  we	
  can	
  offer	
  them	
  a	
  service/benefit	
  or	
  angle	
  over	
  their	
  
competitor.	
  Sorry	
  to	
  bore	
  you	
  but	
  I	
  am	
  very	
  old	
  school	
  :)	
  
	
  

4. Do	
  you	
  think	
  this	
  is	
  an	
  issue	
  for	
  governmental	
  policy	
  or	
  self-­‐regulation	
  within	
  the	
  digital	
  
industry?	
  
	
  
• Katherine	
  -­‐	
  As	
  a	
  Libertarian,	
  I	
  am	
  not	
  a	
  fan	
  of	
  government	
  regulation	
  except	
  to	
  the	
  

extent	
  that	
  it	
  prevents	
  nonconsensual	
  data	
  collection	
  and	
  fraud.	
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• Jeff	
  -­‐	
  Governments	
  seem	
  eager	
  to	
  get	
  into	
  this	
  issue.	
  Study	
  after	
  study	
  show	
  that	
  
consumers	
  do	
  not	
  want	
  any	
  information	
  on	
  their	
  personal	
  lives	
  collected	
  and	
  legislators	
  
seem	
  happy	
  to	
  "come	
  to	
  the	
  rescue."	
  The	
  problem	
  is	
  that	
  consumers	
  are	
  answering	
  
reflexively.	
  They	
  are	
  simply	
  asked	
  if	
  they	
  want	
  information	
  collected.	
  They	
  should	
  be	
  
asked	
  if	
  they	
  prefer	
  information	
  collected	
  (with	
  safe	
  guards0	
  as	
  a	
  way	
  to	
  not	
  pay	
  for	
  
content.	
  In	
  other	
  words,	
  if	
  they	
  are	
  so	
  concerned	
  about	
  the	
  collection	
  of	
  information,	
  are	
  
they	
  willing	
  to	
  pay	
  to	
  avoid	
  it.	
  Then	
  the	
  answers	
  change	
  considerably.	
  Consumers	
  also	
  
are	
  not	
  familiar	
  with	
  advertising	
  that	
  may	
  understand	
  who	
  they	
  are	
  and	
  deliver	
  useful	
  
and	
  welcome	
  information.	
  Clearly	
  governments	
  are	
  willing	
  to	
  regulate	
  and	
  in	
  my	
  world	
  
that	
  should	
  be	
  avoided.	
  What	
  is	
  needed	
  is	
  for	
  brands	
  and	
  companies	
  to	
  clearly	
  and	
  fairly	
  
state	
  what	
  is	
  being	
  collected	
  and	
  why	
  and	
  what	
  will	
  be	
  done	
  with	
  that	
  information.	
  That	
  
needs	
  to	
  be	
  accompanied	
  by	
  clearly	
  understandable	
  privacy	
  statements	
  and	
  serious	
  
penalties	
  for	
  those	
  who	
  may	
  violate	
  what	
  they	
  promise	
  and	
  a	
  clear	
  opt-­‐out.	
  
	
  

• Gal	
  –	
  yes.	
  I	
  think	
  the	
  industry	
  proved	
  not	
  being	
  able	
  to	
  protect	
  against	
  past	
  hazards	
  such	
  
as	
  spyware,	
  inappropriate	
  contextual	
  targeting	
  and	
  more	
  
	
  

• Michael	
  -­‐	
  I	
  believe	
  the	
  government	
  will	
  ultimately	
  implement	
  policy	
  due	
  to	
  the	
  wide	
  
array	
  of	
  companies	
  participating	
  in	
  targeted	
  addressable	
  advertising	
  and	
  their	
  inability	
  to	
  
reach	
  consensus	
  and	
  a	
  standardized	
  approach.	
  These	
  companies	
  include:	
  service	
  
providers,	
  data	
  providers,	
  research	
  and	
  measurement,	
  hardware,	
  software,	
  traffic	
  and	
  
billing	
  and	
  the	
  broadcast	
  television	
  and	
  cable	
  programming	
  companies	
  –	
  all	
  have	
  voiced	
  
varying	
  levels	
  of	
  opt-­‐in	
  and	
  opt-­‐out.	
  	
  
	
  

• Greg	
  -­‐	
  Yes	
  when	
  IBM	
  starts	
  proposing	
  to	
  Gov’t	
  bodies	
  to	
  build	
  RFID	
  into	
  infrastructure	
  so	
  
they	
  can	
  'dominate'	
  the	
  flows	
  of	
  air,	
  water,	
  energy	
  ,	
  traffic	
  ,	
  you	
  name	
  it	
  ,	
  Gov’t	
  HAS	
  to	
  
regulate	
  it.	
  	
  Its	
  been	
  regulated	
  by	
  the	
  tech	
  giants	
  as	
  we	
  speak	
  so	
  either	
  way	
  the	
  
landscape	
  is	
  being	
  shaped.	
  As	
  Government	
  relies	
  on	
  tech	
  giants	
  they	
  cant	
  quite	
  grasp	
  
what	
  authority	
  they	
  are	
  handing	
  over	
  to	
  them.	
  
	
  

• Kyoung	
  -­‐	
  I	
  believe	
  you	
  know	
  about	
  the	
  “content	
  match	
  advertising”	
  in	
  Web	
  and	
  
traditional	
  newspapers,	
  magazines,	
  and	
  TV.	
  Our	
  RFID	
  Tag	
  Match	
  Advertising	
  is	
  just	
  the	
  
NFC	
  or	
  RFID	
  version	
  of	
  “content	
  match	
  advertising”.	
  Therefore,	
  all	
  the	
  policy,	
  ethics,	
  and	
  
legal	
  issues	
  will	
  be	
  almost	
  the	
  same	
  with	
  those	
  of	
  existing	
  “content	
  match	
  advertising”	
  in	
  
other	
  medium.	
  
	
  

5. Any	
  personal	
  thoughts	
  from	
  a	
  consumer's	
  point	
  of	
  view	
  in	
  relation	
  to	
  how	
  you	
  feel	
  about	
  
data	
  collection	
  and	
  re-­‐use	
  from	
  an	
  advertising	
  perspective,	
  and	
  where	
  do	
  you	
  feel	
  the	
  limits	
  
lie?	
  	
  	
  
	
  
• Katherine	
  -­‐	
  The	
  system	
  you	
  describe	
  is	
  repugnant.	
  	
  

	
  
• Jeff	
  -­‐	
  The	
  limits	
  are	
  as	
  stated	
  above.	
  I	
  think	
  this	
  is	
  an	
  extraordinary	
  exciting	
  opportunity	
  

for	
  advertisers	
  and	
  consumers.	
  We	
  may	
  see	
  CPMs	
  rise	
  by	
  1000%	
  per	
  cent	
  finally	
  
establishing	
  a	
  viable	
  way	
  to	
  economically	
  support	
  digital	
  content.	
  Consumers,	
  as	
  I	
  
mentioned,	
  will	
  potentially	
  receive	
  advertising	
  that	
  is	
  useful	
  and	
  not	
  intrusive.	
  	
  
	
  

• Gal	
  –	
  all	
  my	
  answers	
  above	
  with	
  the	
  exception	
  of	
  number	
  4	
  reflect	
  my	
  personal	
  
consumer	
  view.	
  I	
  actually	
  appreciate	
  ads	
  that	
  are	
  contextually	
  targeted	
  in	
  offline	
  and	
  
online	
  content.	
  I’ve	
  learned	
  to	
  appreciate	
  some	
  engagement-­‐based	
  targeting	
  but	
  I’ll	
  
freak-­‐out	
  knowing	
  that	
  my	
  data	
  is	
  out	
  there	
  for	
  vendors	
  to	
  trade	
  and	
  create	
  commercial	
  
value	
  from	
  based	
  on	
  their	
  judgment	
  of	
  what’s	
  right	
  and	
  wrong.	
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• Michael	
  -­‐	
  From	
  a	
  personal	
  and	
  consumer	
  point	
  of	
  view,	
  I	
  believe	
  the	
  single	
  most	
  
important	
  customer	
  service	
  tool	
  in	
  the	
  history	
  of	
  the	
  pay	
  television	
  industry,	
  for	
  this	
  
generation	
  and	
  those	
  that	
  follow	
  would	
  be	
  for	
  MVPDs	
  (multi	
  channel	
  program	
  
distributors)	
  cable,	
  satellite	
  and	
  telco	
  service	
  providers	
  to	
  give	
  consumers	
  an	
  application	
  
(not	
  for	
  profit)	
  that	
  will	
  CONTROL	
  of	
  set	
  top	
  box	
  monitoring/data	
  gathering	
  and	
  Control	
  
how	
  their	
  personally	
  identifiable	
  can	
  be	
  used	
  and	
  distributed	
  to	
  third	
  parties.	
  This	
  is	
  a	
  
solution	
  that	
  Mark	
  Heyner	
  and	
  I	
  envisioned	
  for	
  television	
  privacy	
  when	
  we	
  filed	
  our	
  TV	
  
Control	
  patent	
  in	
  March	
  2003	
  and	
  awarded	
  November	
  2008.	
  For	
  a	
  quick	
  understanding	
  
read	
  the	
  Abstract	
  at	
  the	
  link	
  below	
  and/or	
  see	
  U.S.	
  patent	
  #	
  7,448,058	
  at	
  the	
  United	
  
States	
  Patent	
  and	
  Trademark	
  Office.	
  
	
  

• Greg	
  -­‐	
  I	
  feel	
  the	
  limits	
  have	
  been	
  breached	
  a	
  long	
  time	
  ago	
  but	
  now	
  the	
  implementation	
  
of	
  monitzing	
  me	
  will	
  become	
  more	
  apparent.	
  

	
  

Video	
  interviews	
  –	
  1st	
  August	
  2010	
  	
  
Answers	
  from	
  colleagues	
  and	
  agency	
  representatives	
  on	
  the	
  changing	
  notion	
  of	
  consumer	
  habits.	
  

1. What	
  digital	
  gadget	
  can	
  you	
  not	
  live	
  without	
  and	
  why?	
  
2. Is	
  the	
  data	
  being	
  collected	
  actually	
  being	
  reused	
  to	
  retarget	
  consumers	
  or	
  is	
  it	
  all	
  pointless?	
  
3. How	
  much	
  data	
  would	
  you	
  give	
  up	
  in	
  order	
  to	
  get	
  a	
  targeted	
  ad?	
  

	
  

Please	
  see	
  supplied	
  video	
  files.	
  

Survey	
  Online	
  –	
  13th	
  Nov	
  2010	
  
http://www.surveymonkey.com/s/futureofadvertising	
  

Total	
  Started	
  Survey:	
  	
   100	
  

Total	
  Completed	
  Survey:	
   93	
  	
   	
  (93%)	
  

• Gender	
  	
  

o Male:	
  	
   66.7%	
  	
   (66)	
   	
  
o Female:	
  	
   33.3%	
  	
   (33)	
   	
  

• Age	
  

o Under	
  20:	
  	
   0.0%	
  	
   (0)	
   	
  
o 21-­‐30	
   32.3%	
  	
   (32)	
  
o 31-­‐40	
   49.5%	
  	
   (49)	
  
o 41-­‐50	
   17.2%	
  	
   (17)	
  
o 51-­‐60	
   17.2%	
  	
   (17)	
  
o 61-­‐70	
   0.0%	
  	
   (0)	
  
o 71	
  and	
  over	
   0.0%	
  	
   (0)	
  

	
  

1. What	
  digital	
  gadget	
  can	
  you	
  not	
  live	
  without?	
  
a. Smart	
  Phone	
  (iPhone,	
  Blackberry	
  or	
  other)	
   78.4%	
   76	
  
b. Laptop	
  Computer	
   69.1%	
   67	
  
c. Desktop	
  Computer	
   17.5%	
   17	
  
d. Digital	
  Camera	
   22.7%	
   22	
  
e. Digital	
  Music	
  player	
  (iPod	
  or	
  other)	
   17.5%	
   17	
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f. Handheld	
  Gaming	
  device	
   	
  	
  0.0%	
   0	
  
g. Portable	
  Tablet	
  device	
  (iPad,	
  Kindle	
  or	
  other)	
   	
  	
  11.3%	
   11	
  
h. Interactive	
  Television	
   	
  	
  2.1%	
   2	
  
i. Other:	
  

1.	
  wireless	
  mouse	
   	
  
2.	
  none	
  -­‐	
  but	
  i	
  had	
  to	
  click	
  one	
  so	
  its	
  the	
  phone	
  i	
  suppose	
   	
  
3.	
  Mouse	
   	
  
4.	
  None	
  of	
  them	
   	
  
5.	
  i	
  can	
  live	
  without	
  any	
  digital	
  gadgets	
   	
  
6.	
  Kindle	
   	
  
7.	
  my	
  wife's	
  GPS	
   	
  
8.	
  Hard	
  Drives	
  for	
  Backups	
   	
  
9.	
  I	
  can	
  live	
  without	
  all	
  these	
  with	
  no	
  issue	
  

	
  

	
  
	
  

2. Why	
  do	
  you	
  feel	
  you	
  cannot	
  live	
  without	
  this	
  /	
  these	
  device/s?	
  
o Internet	
  access	
  
o "1.	
  Smart	
  phone	
  for	
  keeping	
  in	
  touch	
  and	
  reference	
  purposes	
  (phone,	
  e-­‐mail	
  and	
  internet	
  etc)	
  and	
  as	
  a	
  

handy	
  digital	
  'Swiss	
  Army'	
  gadget,	
  e.g.	
  camera,	
  voice	
  recorder,	
  diary,	
  music	
  player	
  etc.	
  
o 2.	
  Desktop	
  computers	
  are	
  at	
  the	
  heart	
  of	
  my	
  recording	
  studio,	
  which	
  is	
  in	
  turn	
  the	
  heart	
  of	
  my	
  business."	
  
o I	
  use	
  them	
  for	
  organising	
  my	
  life	
  (business	
  and	
  personal).	
  Without	
  them	
  I	
  would	
  find	
  keeping	
  in	
  touch	
  

and	
  organisation	
  much	
  harder	
  
o all	
  my	
  contacts	
  exist	
  on	
  my	
  phone	
  and	
  computer.	
  my	
  phone	
  has	
  replaced	
  my	
  wallet	
  from	
  carrying	
  

important	
  stuff	
  with	
  me.	
  
o These	
  items	
  make	
  life	
  so	
  much	
  easier	
  and	
  more	
  fun!	
  
o Constant	
  connection	
  to	
  internet.	
  
o I	
  use	
  my	
  phone	
  to	
  take	
  photos	
  for	
  my	
  work,	
  and	
  I	
  use	
  the	
  laptop	
  to	
  write	
  up	
  my	
  work	
  files	
  during	
  the	
  day	
  

-­‐	
  could	
  not	
  be	
  done	
  on	
  a	
  desktop	
  as	
  I'm	
  always	
  out	
  and	
  about.	
  
o Used	
  all	
  the	
  time	
  for	
  everything.	
  From	
  social	
  networking	
  to	
  shopping.	
  
o I	
  feel	
  I	
  need	
  something...	
  techonolgy	
  makes	
  my	
  life	
  easy...	
  
o They	
  have	
  become	
  as	
  part	
  of	
  daily	
  routine	
  as	
  washing	
  and	
  eating	
  
o It's	
  like	
  having	
  my	
  life	
  in	
  my	
  pocket.	
  I	
  refer	
  to	
  it	
  constantly	
  for	
  information.	
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o I	
  have	
  everything	
  at	
  the	
  touch	
  of	
  my	
  hand.	
  
o My	
  profession	
  is	
  markrting	
  where	
  communication	
  is	
  the	
  key.	
  I	
  deal	
  in	
  digital	
  media	
  and	
  it	
  needs	
  

research.	
  
o These	
  are	
  business	
  tools.	
  
o Not	
  being	
  updated	
  whenever	
  I	
  want.	
  
o Feel	
  cut	
  off	
  from	
  the	
  outside	
  world	
  
o N/A	
  
o "stay	
  connected	
  whenever,	
  wherever	
  
o work	
  flexibility"	
  
o Because	
  I	
  like	
  to	
  know	
  what	
  is	
  going	
  on	
  where	
  and	
  when	
  
o Connectivity,	
  Content	
  Capture,	
  Storage	
  
o To	
  keep	
  in	
  touch	
  with	
  my	
  work,	
  news	
  and	
  family/friends.	
  
o Complete	
  connection	
  to	
  the	
  world	
  
o Communication	
  is	
  very	
  important	
  for	
  growth	
  in	
  career	
  and	
  updates	
  in	
  personal	
  life.	
  
o Basic	
  for	
  work	
  and	
  constant	
  updates	
  with	
  friends	
  &	
  family.	
  
o They	
  are	
  all	
  great	
  
o Keeping	
  up	
  with	
  business	
  and	
  personal	
  matters	
  everywhere.	
  
o It	
  brings	
  me	
  salary	
  at	
  the	
  end	
  of	
  each	
  month	
  
o Combination	
  of	
  communication	
  device,	
  planning	
  tool,	
  content	
  consumption	
  and	
  memory	
  extension	
  to	
  all	
  

aspects	
  of	
  life	
  
o work	
  related	
  -­‐	
  keep	
  in	
  touch	
  with	
  friends	
  &	
  families	
  
o well,	
  focusing	
  on	
  my	
  wife's	
  GPS	
  for	
  a	
  sec	
  -­‐	
  it	
  is	
  extremely	
  time	
  consuming	
  explaining	
  to	
  my	
  wife	
  where	
  to	
  

go	
  when	
  all	
  I	
  have	
  to	
  go	
  by	
  is	
  "I'm	
  in	
  an	
  intersection	
  looking	
  to	
  the	
  right".	
  
o Connects	
  me	
  to	
  my	
  email,	
  calendar,	
  and	
  contacts	
  24x7x365	
  
o I	
  earn	
  a	
  living	
  with	
  my	
  laptop.	
  	
  Public	
  transport	
  without	
  an	
  mp3	
  player	
  is	
  simply	
  not	
  on	
  and	
  my	
  camera	
  

contributes	
  to	
  a	
  significant	
  chunk	
  of	
  my	
  liesure	
  activities.	
  
o dayly	
  tool	
  to	
  be	
  connected,	
  work	
  and	
  sort	
  persoanl	
  things	
  
o My	
  Connection	
  to	
  the	
  world	
  
o This	
  allows	
  me	
  to	
  develop	
  more	
  personal	
  creative	
  output	
  to	
  the	
  people	
  that	
  I	
  care	
  about	
  
o It's	
  how	
  I	
  stay	
  connected	
  and	
  commuicate	
  and	
  also	
  get	
  relevant	
  information	
  that	
  is	
  important	
  
o constant	
  ability	
  to	
  keep	
  up	
  to	
  date	
  with	
  friends.	
  	
  maps	
  on	
  the	
  move.	
  	
  sports	
  highlights	
  
o They	
  have	
  become	
  essential	
  to	
  my	
  everyday	
  life	
  activities.	
  	
  Keeping	
  in	
  touch	
  with	
  friends	
  and	
  family	
  plus	
  

also	
  as	
  a	
  source	
  on	
  entertainment	
  and	
  my	
  hobbies.	
  
o need	
  to	
  keep	
  in	
  touch	
  with	
  people,	
  listen	
  to	
  music,	
  not	
  get	
  lost,	
  get	
  email	
  
o Because	
  I	
  need	
  to	
  go	
  online	
  and	
  connect	
  with	
  my	
  friends	
  and	
  the	
  world.	
  
o addiction	
  
o There	
  is	
  a	
  bug	
  in	
  this	
  question	
  -­‐	
  if	
  i	
  choose	
  other	
  i	
  still	
  must	
  choose	
  one	
  of	
  the	
  listed	
  devices.	
  
o Use	
  it	
  every	
  5	
  minutes.	
  
o i	
  feel	
  lost	
  
o however	
  these	
  gadgets	
  are	
  extremly	
  useful,	
  they	
  are	
  just	
  gadgets.	
  by	
  essence,	
  they	
  are	
  not	
  essential.	
  
o Because	
  the	
  enable	
  to	
  capture	
  life,	
  work	
  and	
  keep	
  in	
  touch	
  with	
  others	
  
o Used	
  for	
  communication,	
  research,	
  work	
  file	
  storage,	
  personal	
  admin	
  file	
  storage,	
  sentimental	
  file	
  

storage,	
  diary	
  planning	
  (family	
  events,	
  social	
  events,	
  holidays	
  etc),	
  entertainment,	
  news	
  updates	
  
o Runs	
  my	
  professional	
  and	
  personal	
  life.	
  
o Connects	
  me	
  to	
  the	
  world	
  
o Connectivity	
  with	
  outside	
  world	
  
o easy	
  access	
  to	
  search,	
  stay	
  connected	
  with	
  friends	
  and	
  family,	
  buy	
  products,	
  source	
  of	
  information	
  and	
  

knowledge,	
  etc.	
  
o no	
  work	
  or	
  play	
  makes	
  david	
  a	
  dull	
  boy	
  
o It's	
  a	
  tool	
  for	
  key	
  tasks	
  such	
  as	
  working	
  or	
  accessing	
  the	
  web.	
  
o I	
  can	
  always	
  be	
  ontop	
  of	
  my	
  work,	
  no	
  matter	
  where	
  I	
  am.	
  
o Keep	
  me	
  connected	
  to	
  information,	
  which	
  I	
  want	
  when	
  I	
  want	
  it.	
  
o Its	
  how	
  I	
  communicate	
  with	
  the	
  world.	
  
o because	
  it	
  is	
  a	
  phone/internet/email/sms	
  all	
  in	
  one	
  
o It's	
  my	
  resource	
  for	
  communication,	
  information	
  and	
  entertainment,	
  and	
  it's	
  portable	
  so	
  it's	
  always	
  with	
  

me.	
  
o disconnected	
  
o I	
  like	
  the	
  internet	
  -­‐	
  it	
  feeds	
  me	
  all	
  the	
  media	
  I	
  like	
  to	
  consume.	
  Also,	
  it's	
  quite	
  a	
  useful	
  tool	
  for	
  running	
  my	
  

life.	
  
o all	
  in	
  one	
  -­‐	
  contact,	
  address	
  book,	
  video	
  player,	
  music,	
  gaming,	
  photos,	
  internet,	
  social,	
  podcasts,	
  and	
  

more.	
  
o I	
  like	
  to	
  stay	
  connected	
  
o I	
  use	
  it	
  everywhere...from	
  the	
  bus	
  to	
  the	
  office	
  to	
  meals	
  to	
  my	
  bed.	
  	
  I	
  can	
  check	
  my	
  email,	
  Facebook	
  page	
  

and	
  see	
  what's	
  going	
  on	
  in	
  the	
  world	
  anywhere	
  at	
  anytime.	
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o I	
  would	
  say	
  television,	
  phone,	
  and	
  laptop	
  computer	
  are	
  so	
  ingrained	
  in	
  my	
  day	
  to	
  day	
  life.	
  	
  I	
  picked	
  the	
  
laptop	
  because	
  I	
  can	
  call	
  people	
  from	
  it	
  and	
  watch	
  television	
  and	
  movies	
  on	
  it	
  as	
  well	
  as	
  keep	
  myself	
  
entertained	
  other	
  days.	
  

o In	
  touch	
  all	
  the	
  time.	
  	
  Entertainment,	
  business,	
  and	
  family	
  all	
  at	
  my	
  fingertips	
  
o i	
  could	
  quite	
  happily	
  throw	
  them	
  all	
  out	
  of	
  the	
  window,	
  but	
  all	
  of	
  this	
  is	
  my	
  job	
  
o Couldn't	
  live	
  without	
  my	
  IPhone	
  as	
  I	
  seem	
  to	
  use	
  it	
  for	
  so	
  many	
  things	
  ie,	
  communicating	
  with	
  friends	
  

and	
  family,	
  recipe	
  apps,	
  listening	
  to	
  music,	
  apps	
  for	
  kids	
  to	
  play,	
  Internet,	
  diary,etc.	
  I	
  also	
  couldn't	
  live	
  
without	
  my	
  digital	
  camera	
  as	
  I	
  love	
  capturing	
  every	
  moment	
  of	
  the	
  kids	
  growing	
  up!	
  

o "Unified	
  messaging	
  on	
  the	
  move.	
  	
  Photo	
  share	
  on	
  the	
  move.	
  
o Central	
  store	
  of	
  family	
  data."	
  
o They	
  keep	
  me	
  connected	
  to	
  my	
  family,	
  friends,	
  work	
  and	
  help	
  document	
  the	
  special	
  moments	
  in	
  my	
  life.	
  
o Could	
  not	
  run	
  my	
  business	
  without	
  it	
  as	
  I	
  now	
  have	
  a	
  website	
  and	
  need	
  to	
  look	
  at	
  emails	
  on	
  the	
  go	
  
o Being	
  able	
  check	
  mail	
  and	
  use	
  Internet	
  whilst	
  out	
  (	
  I	
  can	
  utilise	
  dead	
  time	
  whilst	
  I'm	
  	
  out	
  rather	
  than	
  

having	
  to	
  put	
  time	
  aside	
  when	
  I	
  get	
  home	
  to	
  be	
  on	
  a	
  computer)	
  contactable	
  with	
  children	
  for	
  urgent	
  
stuff	
  whilst	
  out	
  ,	
  music	
  for	
  running.	
  My	
  kids	
  love	
  it	
  for	
  games!!	
  

o Communications	
  and	
  productivity	
  
o They	
  are	
  fun,	
  stressfree	
  and	
  most	
  importantly	
  they	
  make	
  me	
  feel	
  good	
  and	
  help	
  me	
  forget	
  about	
  my	
  

everyday	
  worries.	
  It's	
  also	
  a	
  channel	
  of	
  communication	
  between	
  my	
  family,	
  friends	
  and	
  me,	
  they	
  help	
  
me	
  keep	
  up	
  to	
  date	
  with	
  what's	
  happening	
  around	
  the	
  world.	
  

o They	
  are	
  my	
  second	
  brain,	
  my	
  instant	
  connection	
  to	
  external	
  knowledge,	
  contacts	
  and	
  then	
  productivity	
  
on	
  the	
  move	
  

o out	
  of	
  touch.....	
  can't	
  check	
  email,	
  facebook	
  etc	
  
o Communication,	
  information	
  and	
  transaction	
  
o Phone	
  neccessary	
  and	
  laptop	
  for	
  work	
  
o Its	
  a	
  part	
  of	
  my	
  life	
  and	
  how	
  i	
  stay	
  in	
  touch	
  with	
  both	
  family	
  and	
  friends.	
  These	
  decives	
  also	
  allows	
  me	
  to	
  

share	
  my	
  life	
  what	
  im	
  up	
  to	
  and	
  where	
  I	
  am	
  beyond	
  just	
  telling	
  them	
  -­‐	
  I	
  can	
  show	
  them	
  via	
  photos	
  and	
  
video	
  -­‐	
  IIt's	
  story	
  telling	
  and	
  sharing.	
  It	
  also	
  works	
  reverse	
  I	
  use	
  it	
  to	
  keep	
  in	
  touch	
  and	
  involved	
  in	
  my	
  
friends	
  and	
  familys	
  life	
  via	
  these	
  devices.	
  These	
  devices	
  are	
  also	
  how	
  we	
  do	
  business	
  and	
  work	
  today	
  so	
  
they	
  are	
  important	
  not	
  only	
  on	
  a	
  personal	
  level.	
  

o Information	
  and	
  social	
  reasons	
  
o Increasingly,	
  all	
  the	
  functions	
  of	
  the	
  other	
  gadgets	
  are	
  available	
  -­‐	
  and	
  high	
  quality	
  in	
  the	
  Tablet,	
  smart	
  

phone	
  or	
  laptop	
  
o Communication,	
  information,	
  pornagratification	
  
o Laptop	
  is	
  critical	
  for	
  creating	
  documents	
  and	
  presentations	
  and	
  email.	
  Phone	
  is	
  critical	
  for	
  email	
  and	
  

talking.	
  
o i	
  spend	
  so	
  much	
  time	
  with	
  them	
  now...my	
  life	
  would	
  change	
  overnight	
  if	
  I	
  didn't	
  have	
  them	
  (for	
  the	
  

worse,	
  not	
  the	
  better)	
  
o they	
  carry	
  all	
  my	
  content	
  and	
  tools	
  I	
  use	
  day	
  in	
  and	
  day	
  out	
  
o With	
  a	
  3-­‐month	
  old	
  at	
  home,	
  the	
  camera	
  has	
  become	
  the	
  family	
  archivist	
  and	
  we	
  use	
  the	
  laptop	
  to	
  share	
  

the	
  photos.	
  	
  Laptop	
  is	
  the	
  connection	
  to	
  the	
  outside	
  world	
  and	
  an	
  invaluable	
  resource	
  on	
  many	
  fronts.	
  	
  
iPod	
  /	
  music	
  keeps	
  me	
  sane,	
  especially	
  at	
  the	
  gym.	
  

o "Increases	
  productivity	
  
o It	
  is	
  my	
  passion	
  to	
  use	
  these	
  devices	
  to	
  do	
  my	
  work"	
  
o "I	
  am	
  an	
  information	
  and	
  news	
  junkie.	
  
o I	
  check	
  facebook	
  and	
  Tweet	
  regularly"	
  
o They	
  have	
  replaced	
  storing	
  information	
  in	
  filing	
  cabinets/phonebooks/CDs.	
  Without	
  them,	
  would	
  have	
  

to	
  go	
  back	
  to	
  the	
  days	
  of	
  actually	
  remembering	
  someones	
  phone	
  number,	
  bringing	
  a	
  disc	
  man	
  
everywhere	
  &	
  all	
  the	
  CD	
  cases,	
  and	
  remember	
  my	
  bank	
  account	
  information.	
  

	
  
	
  

3. How	
  often	
  do	
  you	
  buy	
  things	
  online	
  (including	
  software,	
  app’s,	
  entertainment	
  media)?	
  
a. Once	
  /	
  twice	
  a	
  day	
  	
   3.1%	
  	
   3	
  
b. Once	
  /	
  twice	
  a	
  week	
  	
   34.0%	
  	
   33	
  
c. Once	
  /	
  twice	
  a	
  month	
  	
   49.5%	
  	
   48	
  
d. Once	
  /	
  twice	
  a	
  year	
  	
   12.4%	
  	
   12	
  
e. Never	
  	
   1.0%	
  	
   1	
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4. What’s	
  your	
  view	
  on	
  being	
  able	
  to	
  pay	
  for	
  things	
  via	
  your	
  mobile	
  phone?	
  
a. I	
  already	
  do	
  	
   28.9%	
  	
   28	
  
b. Can’t	
  wait	
  	
   32.0%	
  	
   31	
  
c. Not	
  sure	
  	
   37.1%	
  	
   36	
  
d. No	
  way	
  	
   2.1%	
  	
   2	
  

	
  
	
  

5. Does	
  giving	
  away	
  personal	
  data	
  in	
  social	
  networks	
  concern	
  you?	
  
a. Not	
  at	
  all	
  	
   6.2%	
  	
   6	
  
b. Not	
  if	
  I	
  control	
  who	
  sees	
  it	
  	
   58.8%	
  	
   57	
  
c. Yes	
  very	
  much	
  so	
  	
   27.8%	
  	
   27	
  
d. I	
  think	
  too	
  much	
  data	
  is	
  being	
  collected	
  already7.2%	
  	
   7	
  
e. Never	
  thought	
  about	
  it	
  	
   0.0%	
   0	
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6. When	
  do	
  you	
  see	
  the	
  majority	
  of	
  your	
  entertainment	
  content	
  delivered	
  digitally?	
  
a. In	
  the	
  next	
  year	
  	
   40.2%	
  	
   39	
  
b. In	
  the	
  next	
  two	
  years	
  	
   29.9%	
  	
   29	
  
c. In	
  the	
  next	
  three	
  to	
  five	
  years	
  	
   20.6%	
  	
   20	
  
d. In	
  the	
  next	
  ten	
  years	
  	
   6.2%	
  	
   6	
  
e. No	
  idea	
  	
   3.1%	
  	
   3	
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7. Do	
  you	
  believe	
  “all”	
  digital	
  content	
  should	
  be	
  free?	
  
a. Yes	
  	
   14.4%	
  	
   14	
  
b. No	
  	
   40.2%	
  	
   39	
  
c. Some	
  	
   41.2%	
  	
   40	
  
d. Not	
  sure	
  	
   4.1%	
  	
   4	
  

	
  

	
  
	
  
8. Would	
  you	
  prefer	
  to	
  pay	
  for	
  “quality”	
  digital	
  content	
  or	
  receive	
  advertising?	
  

a. Pay	
  one	
  off	
  cost	
  and	
  receive	
  no	
  advertising	
  	
   9.3%	
  	
   9	
  
b. Pay	
  a	
  subscription	
  and	
  receive	
  no	
  advertising	
  	
   12.4%	
  	
   12	
  
c. Combination	
  of	
  payment	
  and	
  advertising	
  	
   55.7%	
  	
   54	
  
d. Not	
  pay	
  at	
  all	
  and	
  receive	
  advertising	
  	
   22.7%	
  	
   22	
  
e. None	
  of	
  the	
  above	
  	
   0.0%	
  	
   0	
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9. Do	
  you	
  ever	
  notices	
  ads?	
  
a. All	
  the	
  time	
  	
   26.0%	
  	
   25	
  
b. Frequently	
  	
   40.6%	
  	
   39	
  
c. About	
  50:50	
  	
   24.0%	
  	
   23	
  
d. Rarely	
  	
   9.4%	
  	
   9	
  
e. Never	
  	
   0.0%	
  	
   0	
  

	
  
	
  
10. Do	
  you	
  skip	
  ads	
  on	
  TV	
  or	
  in	
  Magazines	
  /	
  NewsPapers	
  

a. All	
  the	
  time	
  	
   28.1%	
  	
   27	
  
b. Frequently	
  	
   30.2%	
  	
   29	
  
c. About	
  50:50	
  	
   32.3%	
  	
   31	
  
d. Rarely	
  	
   8.3%	
  	
   8	
  
e. Never	
  	
   1.0%	
  	
   1	
  

	
  
	
  
	
  



Dean	
  Donaldson	
  [4177299]	
  	
  
Page	
  |	
  43	
  	
  

11. How	
  do	
  you	
  feel	
  about	
  ads?	
  
a. Actually,	
  I	
  really	
  like	
  ads	
  	
   25.0%	
  	
   24	
  
b. OK	
  if	
  I	
  must	
  have	
  them	
  	
   44.8%	
  	
   43	
  
c. Some	
  are	
  funny	
  	
   59.4%	
  	
   57	
  
d. Some	
  I	
  have	
  looked	
  for	
  on	
  YouTube	
  	
   29.2%	
  	
   28	
  
e. Some	
  I	
  have	
  shared	
  on	
  Facebook	
  or	
  Twitter	
  	
   24.0%	
  	
   23	
  
f. I	
  can’t	
  stand	
  ads!	
  	
   7.3%	
  	
   7	
  

	
  
12. Can	
  you	
  remember	
  a	
  funny	
  ad	
  from	
  you	
  childhood?	
  

a. Oh	
  yes,	
  loads!	
  	
   50.0%	
  	
   48	
  
b. Urmm,	
  one	
  or	
  two	
  	
   34.4%	
  	
   33	
  
c. Nope	
  	
   15.6%	
  	
   15	
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13. Do	
  you	
  think	
  ads	
  are	
  irrelevant	
  to	
  you?	
  
a. I	
  can’t	
  stand	
  ads	
  	
   2.1%	
  	
   2	
  
b. I	
  don’t	
  see	
  the	
  point	
  of	
  ads	
  	
   1.0%	
  	
   1	
  
c. Most	
  are	
  a	
  waste	
  of	
  time	
  	
   16.7%	
  	
   16	
  
d. Some	
  are	
  ok	
  and	
  helpful	
  I	
  guess	
  	
   35.4%	
  	
   34	
  
e. I	
  really	
  like	
  ads,	
  they	
  tell	
  me	
  about	
  stuff	
  	
   5.2%	
  	
   5	
  
f. I	
  work	
  in	
  advertising	
  so	
  I	
  am	
  biased!	
  	
   39.6%	
  	
   38	
  

	
  

	
  
14. Do	
  you	
  feel	
  advertising	
  serves	
  a	
  purpose	
  to	
  help	
  you	
  make	
  informed	
  choices	
  about	
  

products	
  and/or	
  services	
  in	
  which	
  you	
  may	
  be	
  interested?	
  
a. Yes	
  	
   38.5%	
  	
   37	
  
b. No	
  	
   14.6%	
  	
   14	
  
c. Some	
  	
   46.9%	
  	
   45	
  
d. Not	
  sure	
  	
   0.0%	
  	
   0	
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15. Have	
  you	
  ever	
  bought	
  anything	
  as	
  a	
  result	
  of	
  seeing	
  an	
  ad?	
  
a. Not	
  that	
  I	
  can	
  remember	
  	
   11.5%	
  	
   11	
  
b. I	
  think	
  so	
  	
   22.9%	
  	
   22	
  
c. Yes	
  some	
  stuff	
  	
   53.1%	
  	
   51	
  
d. All	
  the	
  time	
  	
   12.5%	
  	
   12	
  

	
  
	
  

16. Would	
  you	
  be	
  happier	
  to	
  receive	
  advertising	
  if	
  it	
  was	
  more	
  relevant	
  to	
  you?	
  	
  
a. Yes,	
  because	
  there’s	
  a	
  load	
  of	
  ads	
  about	
  stuff	
  I	
  am	
  not	
  interested	
  in	
  	
   64.5%	
  	
   60	
  
b. Maybe,	
  if	
  they	
  weren’t	
  so	
  annoying	
  	
   	
   	
   	
   34.4%	
  	
   32	
  
c. No,	
  I	
  hate	
  all	
  ads	
  	
   	
   	
   	
   1.1%	
  	
   1	
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17. Do	
  you	
  think	
  ads	
  would	
  be	
  better	
  or	
  worse	
  if	
  they	
  were	
  personalized	
  to	
  you?	
  
a. Yes,	
  I	
  reckon	
  they	
  would	
  be	
  better	
  	
   	
   	
   44.1%	
  	
   41	
  
b. Maybe,	
  if	
  I	
  could	
  control	
  it	
  somehow	
  	
   	
   	
   37.6%	
  	
   35	
  
c. No	
  I	
  think	
  they’d	
  be	
  worse	
  	
   	
   	
   7.5%	
  	
   7	
  
d. No	
  way,	
  I	
  don’t	
  want	
  someone	
  knowing	
  anything	
  about	
  me	
  	
   5.4%	
  	
   5	
  
e. Not	
  really	
  sure	
  	
   	
   	
   5.4%	
  	
   5	
  

	
  
	
  

18. Have	
  you	
  ever	
  had	
  a	
  personalised	
  ad	
  sent	
  to	
  your	
  mobile?	
  
a. I	
  sometimes	
  get	
  SMS	
  messages	
  from	
  companies	
  	
   	
   53.8%	
  	
   50	
  
b. I’ve	
  seen	
  ads	
  in	
  apps	
  but	
  not	
  sure	
  if	
  they	
  are	
  personalized	
  	
   	
   29.0%	
  	
   27	
  
c. I’ve	
  seen	
  offers	
  on	
  my	
  phone	
  near	
  where	
  I	
  am	
  standing	
  	
   	
   9.7%	
  	
   9	
  
d. I	
  would	
  stamp	
  on	
  my	
  phone	
  if	
  I	
  did!	
  	
   	
   	
   12.9%	
  	
   12	
  
e. Not	
  really	
  sure	
  	
   	
   	
   20.4%	
  	
   19	
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19. How	
  do	
  you	
  feel	
  about	
  ads	
  in	
  shops	
  or	
  the	
  street	
  that	
  are	
  personalized	
  and	
  talk	
  to	
  you	
  like	
  
in	
  Minority	
  Report?	
  

a. Can	
  they	
  actually	
  do	
  that?!	
  	
   5.4%	
  	
   5	
  
b. Oh	
  that	
  would	
  be	
  so	
  cool	
  	
   24.7%	
  	
   23	
  
c. It	
  would	
  freak	
  the	
  heebie	
  jeebies	
  out	
  of	
  me	
  	
   18.3%	
  	
   17	
  
d. Maybe,	
  if	
  there	
  was	
  a	
  way	
  of	
  controlling	
  it	
  	
   39.8%	
  	
   37	
  
e. Over	
  my	
  dead	
  body!	
  	
   9.7%	
  	
   9	
  
f. No	
  idea	
  what	
  you	
  are	
  talking	
  about	
  	
   2.2%	
  	
   2	
  

	
  
	
  
20. How	
  much	
  personal	
  data	
  would	
  you	
  give	
  up	
  in	
  order	
  to	
  get	
  (something	
  of	
  value	
  via)	
  a	
  

targeted	
  ad?	
  
a. Oh	
  I	
  have	
  got	
  nothing	
  to	
  hide	
  	
   8.6%	
  	
   8	
  
b. Maybe	
  some	
  I	
  guess	
  	
   69.9%	
  	
   65	
  
c. Absolutely	
  none	
  at	
  all	
  	
   15.1%	
  	
   14	
  
d. I	
  delete	
  cookies	
  all	
  the	
  time!	
  	
   6.5%	
  	
   6	
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21. Do	
  you	
  think	
  you	
  should	
  be	
  able	
  to	
  control	
  what	
  ads	
  are	
  shown	
  to	
  you	
  and	
  when?	
  
a. Absolutely,	
  bring	
  it	
  on!	
  	
   65.6%	
  	
   61	
  
b. Not	
  really	
  sure,	
  depends	
  	
   33.3%	
  	
   31	
  
c. I	
  don’t	
  want	
  to	
  see	
  ads,	
  ever.	
  	
   1.1%	
  	
   1	
  

	
  
• When	
  I'm	
  looking	
  to	
  buy	
  a	
  product,	
  I	
  want	
  advertising	
  to	
  hit	
  me	
  like	
  a	
  frenzy.	
  When	
  I'm	
  not	
  

necessarily	
  in	
  the	
  marketplace	
  for	
  anything	
  in	
  particular,	
  I	
  want	
  advertising	
  to	
  be	
  a	
  
background	
  noise	
  that	
  I	
  can	
  tune	
  into	
  or	
  tune	
  out	
  as	
  I	
  please.	
  And	
  I	
  don't	
  want	
  too	
  much	
  
personalisation	
  in	
  my	
  advertising	
  -­‐	
  I	
  want	
  to	
  be	
  exposed	
  to	
  random	
  stuff!	
  I	
  want	
  my	
  horizons	
  
expanded!	
  

• "This	
  is	
  interesting	
  on	
  a	
  couple	
  of	
  levels:	
  
• 1)	
  Am	
  I	
  willing	
  to	
  accept	
  the	
  tradeoff:	
  if	
  I	
  control	
  when	
  and	
  what	
  ads	
  are	
  shown,	
  am	
  I	
  going	
  to	
  

accept	
  the	
  contraints	
  that	
  puts	
  on	
  my	
  access	
  to	
  the	
  high	
  quality,	
  free	
  content	
  that	
  advertising	
  
enables?	
  My	
  answer	
  is	
  in	
  some	
  places	
  yes	
  and	
  others	
  no.	
  	
  	
  

• 2)	
  To	
  me	
  it	
  depends	
  on	
  the	
  device:	
  	
  I	
  want	
  to	
  control	
  what	
  comes	
  into	
  my	
  mobile,	
  but	
  I	
  am	
  
willing	
  to	
  accept	
  any	
  advertising	
  on	
  my	
  TV	
  or	
  even	
  to	
  some	
  degree	
  online	
  without	
  issue."	
  

• I	
  would	
  definitely	
  agree	
  to	
  personalised	
  ad's	
  so	
  long	
  as	
  you	
  could	
  specify	
  how	
  many,	
  how	
  
frequently	
  and	
  what	
  types	
  of	
  products.	
  	
  I	
  don't	
  think	
  then	
  you	
  would	
  need	
  to	
  give	
  too	
  much	
  
personal	
  date	
  on	
  the	
  web	
  which	
  would	
  compromise	
  security.	
  

• Frequency	
  capped	
  like	
  weekly	
  appointment..	
  I	
  need	
  to	
  be	
  reminded	
  sometimes,	
  but	
  I	
  should	
  be	
  
able	
  to	
  'flick'	
  it	
  off	
  an	
  on	
  when	
  I	
  choose	
  

• If	
  you	
  can	
  control	
  when	
  you	
  see	
  ads	
  wouldn't	
  people	
  just	
  chose	
  not	
  to	
  see	
  them?	
  	
  I	
  would	
  have	
  
thought	
  for	
  advertising	
  to	
  be	
  effective	
  it	
  needs	
  to	
  be	
  delivered	
  to	
  people	
  repeatedly	
  and	
  
despite	
  whether	
  they	
  would	
  chose	
  to	
  receive	
  it	
  or	
  not.	
  

• security	
  of	
  'your'	
  information	
  is	
  a	
  game-­‐changer	
  -­‐	
  commercial	
  interests	
  nearly	
  always	
  over-­‐
ride	
  personal	
  information	
  interests	
  in	
  the	
  current	
  business	
  environment,	
  there's	
  too	
  much	
  at	
  
stake	
  for	
  $-­‐hungry	
  companies	
  not	
  to	
  get	
  at	
  your	
  information	
  

• there	
  must	
  be	
  also	
  the	
  element	
  of	
  surprise	
  
• if	
  I	
  were	
  allowed	
  control	
  of	
  the	
  ads,	
  then	
  the	
  ads	
  I	
  see	
  would	
  be	
  of	
  more	
  value	
  because	
  I	
  

specified	
  the	
  messages	
  and	
  promotion	
  I	
  want	
  to	
  see.	
  
• i'd	
  rather	
  not	
  recieve	
  them	
  but	
  if	
  they	
  were	
  public	
  i	
  would	
  not	
  want	
  them	
  personalize	
  because	
  

then	
  others	
  around	
  me	
  know	
  more	
  about	
  me.	
  	
  I	
  don't	
  find	
  it	
  as	
  intrucive	
  online.	
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• Advertisers	
  should	
  realize	
  the	
  annoying	
  brands	
  piss	
  me	
  off	
  =	
  I	
  will	
  actively	
  boycott	
  them	
  and	
  
encourage	
  others	
  to	
  do	
  the	
  same.	
  	
  For	
  example	
  BT.	
  	
  I	
  hate	
  BT	
  and	
  it's	
  bogus	
  promises	
  and	
  
rubbish	
  'open	
  zone'.	
  	
  Rant	
  over,	
  but	
  you	
  get	
  the	
  idea.	
  

• Too	
  much	
  targetting	
  would	
  result	
  too	
  much	
  stereotyping	
  of	
  perceived	
  taste,	
  choice	
  etc.	
  Would	
  
it	
  reduce	
  awareness	
  of	
  other	
  genders,	
  ethnic	
  groups,	
  products,	
  companies	
  and	
  opinions	
  (not	
  
that	
  tampon	
  ads	
  have	
  any	
  real	
  relevance	
  to	
  me!)	
  But	
  would	
  advertisers	
  start	
  to	
  dictate	
  (even	
  
more!)	
  what	
  I	
  buy	
  and	
  desire.....	
  a	
  potentially	
  scary	
  myopic	
  road???	
  

• There	
  should	
  be	
  limits	
  to	
  what	
  my	
  personal	
  information	
  is	
  used	
  for,	
  probably	
  partially	
  defined	
  
by	
  the	
  circumstances	
  under	
  which	
  I	
  divulge	
  the	
  information.	
  	
  This	
  would	
  be	
  a	
  long	
  
conversation.	
  

• Some	
  of	
  the	
  questions	
  in	
  the	
  survey	
  offer	
  a	
  minimal	
  choice	
  in	
  how	
  we	
  prefer	
  to	
  view	
  
advertising,	
  or,	
  how	
  they	
  should	
  be	
  delivered.	
  What	
  needs	
  to	
  be	
  included	
  is	
  our	
  ability	
  to	
  
dismiss	
  ads	
  as	
  background	
  noise.	
  A	
  great	
  ad	
  makes	
  us	
  notice	
  it	
  and	
  may	
  make	
  a	
  lasting	
  
impression	
  while	
  a	
  poorly	
  created	
  ad	
  is	
  ignored.	
  An	
  intrusive	
  ad	
  prevents	
  us	
  from	
  performing	
  
or	
  viewing	
  or	
  experiencing	
  our	
  lives	
  and	
  the	
  delay	
  or	
  hinderance	
  causes	
  many	
  people	
  to	
  
despise	
  advertising.	
  While	
  targeted	
  advertising	
  may	
  be	
  great	
  because	
  it	
  is	
  taylored	
  to	
  what	
  
we	
  might	
  like,	
  we	
  should	
  not	
  limit	
  advertising	
  based	
  on	
  that,	
  because	
  our	
  brains,	
  our	
  
personalities,	
  and	
  our	
  behaviors	
  cannot	
  be	
  measured	
  fully	
  by	
  a	
  program.	
  We	
  are	
  not	
  
consistent	
  as	
  human	
  beings,	
  and	
  our	
  tastes,	
  wants	
  and	
  needs	
  change	
  over	
  time.	
  Also,	
  there	
  
are	
  services	
  and	
  products	
  I	
  may	
  not	
  be	
  aware	
  of	
  that	
  doesn't	
  fit	
  into	
  my	
  normal	
  day	
  to	
  day	
  
life,	
  but	
  it	
  might	
  be	
  something	
  I	
  would	
  be	
  interested	
  in.	
  If	
  we	
  limit	
  ads	
  to	
  what	
  someone	
  thinks	
  
we	
  might	
  like	
  based	
  on	
  data	
  capture,	
  what	
  would	
  be	
  the	
  effectiveness	
  of	
  those	
  ads	
  going	
  
forward?	
  How	
  well	
  would	
  they	
  convert	
  in	
  1	
  -­‐	
  5,	
  or	
  10	
  years.	
  As	
  the	
  display	
  banner	
  has	
  dropped	
  
in	
  performance	
  from	
  5%	
  CTR	
  to	
  a	
  fraction	
  of	
  a	
  percent	
  over	
  the	
  last	
  10	
  years,	
  wouldn't	
  we	
  
also	
  conclude	
  that	
  targeted	
  ads	
  would	
  be	
  less	
  effective	
  in	
  the	
  future.	
  What	
  then?	
  The	
  choice	
  
we	
  make	
  based	
  from	
  a	
  desirable	
  ad	
  to	
  a	
  less	
  desireable	
  ad	
  gives	
  us	
  the	
  increased	
  behavior	
  to	
  
choose	
  the	
  good	
  one.	
  If	
  everything	
  is	
  Heaven,	
  what	
  would	
  we	
  say	
  is	
  Hell?	
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